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CONCEPTUL SI ESENTA DREPTULUI

LA RESPECTAREA VIETII PRIVATE
IN PROCESUL PENAL

Serghei DERENEV !

THE CONCEPT AND ESSENCE OF THE
RIGHT TO RESPECT FOR PRIVATE
LIFE IN CRIMINAL PROCEEDINGS

Serghei DERENEV'!

Dreptul la respectarea vietii private constituie unul
dintre pilonii fundamentali ai oricdrei societdti de-
mocratice, insd procesul penal, prin insdsi natura sa,
presupune investigarea faptelor, colectarea probelor si,
inevitabil, patrunderea in sfera privatd a persoanelor
implicate. Prezentul studiu examineazd conceptul si
esenta dreptului la respectarea vietii private in cadrul
procesului penal, pornind de la imposibilitatea unei
definitii exhaustive recunoscute atdt in doctrind, cdt si
in jurisprudenta Curtii Europene a Drepturilor Omu-
lui. Sunt analizate temeiurile internationale ale aces-
tui drept, aborddrile doctrinare autohtone si strdine,
precum si liniile jurisprudentiale prin care Curtea de
la Strasbourg a conturat progresiv continutul notiunii
de viatd privatd. Studiul confruntd aceste standarde
cu cadrul constitutional si procesual-penal al Republi-
cii Moldova, identificind o serie de lacune normative:
absenta unei definitii legale a vietii private, ambigui-
tatea terminologica a articolului 15 din Codul de pro-
cedurd penald si insuficienta garantiilor adaptate erei
digitale. In final, este propusa o structurare a dreptului
la viata privatd pe trei niveluri de protectie, adaptatd
specificului procesului penal.

Cuvinte-cheie: viatd privatd, proces penal, ar-
ticolul 8 CEDO, jurisprudenta Curtii Europene,
proportionalitate, ingerintd.

The right to respect for private life constitutes one of
the fundamental pillars of any democratic society; crim-
inal proceedings, however, by their very nature entail
the investigation of facts, the gathering of evidence and,
inevitably, intrusion into the private sphere of the per-
sons involved. The present study examines the concept
and essence of the right to respect for private life within
criminal proceedings, starting from the impossibility
of an exhaustive definition, acknowledged both in legal
doctrine and in the case-law of the European Court of
Human Rights. It analyses the international foundations
of this right, domestic and foreign doctrinal approaches,
as well as the lines of case-law through which the Stras-
bourg Court has progressively delineated the content
of the notion of private life. The study confronts these
standards with the constitutional and criminal-proce-
dural framework of the Republic of Moldova, identify-
ing a number of normative gaps: the absence of a legal
definition of private life, the terminological ambiguity
of Article 15 of the Code of Criminal Procedure and the
insufficiency of safeguards adapted to the digital era.
Finally, a structuring of the right to private life across
three levels of protection is proposed, adapted to the spe-
cific features of criminal proceedings.

Keywords: private life, criminal proceedings, Article
8 ECHR, case-law of the European Court, proportionality,
interference.

INTRODUCERE

Dreptul la respectarea vietii priva-
te constituie unul dintre pilonii funda-
mentali ai oricarei societati democratice.
Recunoasterea si protejarea acestui drept
reprezinta nu doar o cerinta formala, ci re-
flecta o necesitate profunda a naturii uma-

INTRODUCTION

The right to respect for private life
constitutes one of the fundamental pillars
of any democratic society. The recognition
and protection of this right represents not
merely a formal requirement, but reflects a
profound necessity of human nature: that
of having an intimate space, protected from
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ne: aceea de a dispune de un spatiu intim,
protejat de ingerintele exterioare, in care
individul isi poate manifesta liber persona-
litatea.

Cu toate acestea, procesul penal, prin
insasi natura sa, presupune investigarea
faptelor, colectarea probelor si, inevita-
bil, patrunderea in sfera privata a persoa-
nelor implicate. Aceasta tensiune struc-
turala dintre exigenta aflarii adevarului si
protectia drepturilor individuale confera
analizei conceptului si esentei dreptului la
respectarea vietii private in procesul penal
o relevanta deosebita. Profesorul I. Dolea
subliniaza ca ,drepturile persoanei sunt un
factor esential care stabileste obiectivele,
continutul si forma activitatii procesuale
in cauzele penale”, iar ,proportionalitatea
se manifesta in situatia aplicarii procede-
elor probatorii care aduc anumite limitari
libertatii individuale” [1. p.8].

METODE SI MATERIALE APLICATE

Cercetarea se intemeiaza pe meto-
da analitica, aplicata la descompunerea
notiunii de viata privata in elementele sale
constitutive, ceea ce a permis structurarea
acesteia pe niveluri de protectie; metoda
logico-juridica, servind la interpretarea
textelor normative interne, in special a art.
6 si 15 din Codul de procedura penala, si la
identificarea lacunelor de reglementare;
metoda comparativa si metoda istorica.

Metoda comparativa a fost aplicata
pe trei paliere: la nivel doctrinar, prin con-
fruntarea abordarilor din doctrina rusa cu
cele din doctrina romana, criteriul fiind
modul de definire a obiectului protectiei,
ca bun nematerial ori ca sfera de relatii; la
nivel international, prin compararea art.
8 din Conventia Europeana a Drepturilor
Omului cu art. 7 si 8 din Carta drepturilor
fundamentale a Uniunii Europene, criteriul
fiind gradul de autonomizare a protectiei
datelor cu caracter personal; la nivel intern,
prin raportarea cadrului constitutional si
procesual-penal al Republicii Moldova la
exigentele art. 8 §2 din Conventie, criteriul
fiind calitatea garantiilor corespunzatoare

external interference, within which the in-
dividual may freely express his personality.
Criminal proceedings, however, by
their very nature entail the investigation of
facts, the gathering of evidence and, inevita-
bly, intrusion into the private sphere of the
persons involved. This structural tension
between the requirement of establishing the
truth and the protection of individual rights
lends particular relevance to the analysis
of the concept and essence of the right to
respect for private life in criminal proceed-
ings. Professor . Dolea emphasises that ,,the
rights of the person are an essential factor
which determines the objectives, the con-
tent and the form of procedural activity in
criminal cases”, and that ,proportionality
manifests itself in the situation of applying
evidentiary procedures which entail certain
limitations upon individual liberty” [1. p.8].

METHODS AND MATERIALS APPLIED

The research is founded upon the an-
alytical method, applied to the decomposi-
tion of the notion of private life into its con-
stituent elements, which made it possible to
structure that notion across levels of pro-
tection; the logical-legal method, serving
the interpretation of domestic normative
texts, in particular Articles 6 and 15 of the
Code of Criminal Procedure, and the identi-
fication of regulatory gaps; the comparative
method and the historical method.

The comparative method was applied
on three levels: at the doctrinal level, by
confronting the approaches of Russian doc-
trine with those of Romanian doctrine, the
criterion being the manner in which the ob-
ject of protection is defined, whether as an
intangible good or as a sphere of relations;
at the international level, by comparing Ar-
ticle 8 of the European Convention on Hu-
man Rights with Articles 7 and 8 of the Char-
ter of Fundamental Rights of the European
Union, the criterion being the degree of au-
tonomy conferred upon the protection of
personal data; at the domestic level, by as-
sessing the constitutional and criminal-pro-
cedural framework of the Republic of Mol-
dova against the requirements of Article 8
§2 of the Convention, the criterion being the
quality of the safeguards corresponding to
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fiecareia dintre acestea.

Metoda istorica a servit la urma-
rirea evolutiei continutului notiunii in
jurisprudenta Curtii Europene, de la Klass
si altii c. Germaniei (1978) la Barbulescu c.
Romaniei (2017), precum si la evaluarea dia-
cronica a Hotararii Plenului Curtii Supreme
de Justitie nr. 7 din 04.07.2005 prin rapor-
tare la hotararile ulterioare ale Curtii.

Materialele valorificate cuprind in-
strumentele internationale de protectie a
drepturilor omului, cadrul constitutional
si procesual-penal national, jurisprudenta
Curtii Europene a Drepturilor Omului si a
Curtii de Justitie a Uniunii Europene, pre-
cum si doctrina rusa, romana si autohtona.
Corpusul jurisprudential analizat include 14
hotarari ale Curtii Europene, pronuntate
intre 1978 si 2017, si o hotarare a Curtii
de Justitie. Limita temporala corespun-
de obiectului cercetarii, axat pe contura-
rea continutului notiunii de viata privata,
jurisprudenta ulterioara vizand preponde-
rent regimul juridic al unor masuri deter-
minate de supraveghere.

Selectia a urmarit reprezentativita-
tea, nu exhaustivitatea, fiind operata pe
baza a patru criterii: hotararile care au ex-
tins notiunea asupra unei dimensiuni noi,
corespunzatoare unui element al structurii
propuse (Niemietz, Pretty, Peck, S. si Mar-
per, Bensaid, Shtukaturov, Barbulescu); cele
care au configurat standardul garantiilor
impotriva  supravegherii  secrete, ca
ingerinta de intensitate maxima in materie
probatorie (Klass, Rotaru, Roman Zaharov);
cele pronuntate impotriva Republicii Mol-
dova, cu forta obligatorie directa (Iordachi,
Mancevschi, Gutu); cele pronuntate impo-
triva unor state cu deficiente normative
comparabile (Peev). Au fost excluse cauzele
privind aspecte ale vietii private fara lega-
tura cu administrarea probelor.

DISCUTII SI REZULTATE OBTINUTE

1. Repere doctrinare ale notiunii de viata
privata.

Sub aspectul conceptualizarii, auto-
rul A.A. Aleksandrov propune o definitie
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each of those requirements.

The historical method served to trace
the evolution of the content of the notion
in the case-law of the European Court,
from Klass and Others v. Germany (1978)
to Barbulescu v. Romania (2017), as well as
to assess diachronically Decision no. 7 of
04.07.2005 of the Plenum of the Supreme
Court of Justice by reference to the subse-
quent judgments of the Court.

The materials employed comprise the
international instruments for the protection
of human rights, the national constitution-
al and criminal-procedural framework, the
case-law of the European Court of Human
Rights and of the Court of Justice of the Eu-
ropean Union, as well as Russian, Romanian
and domestic doctrine. The body of case-
law analysed includes 14 judgments of the
European Court, delivered between 1978
and 2017, and one judgment of the Court of
Justice. The temporal limit corresponds to
the object of the research, centred upon the
delineation of the content of the notion of
private life, subsequent case-law being con-
cerned predominantly with the legal regime
of specific surveillance measures.

The selection sought representative-
ness rather than exhaustiveness and was
carried out on the basis of four criteria: the
judgments which extended the notion to
a new dimension, corresponding to an ele-
ment of the proposed structure (Niemietz,
Pretty, Peck, S. and Marper, Bensaid, Shtuka-
turov, Barbulescu); those which shaped the
standard of safeguards against secret sur-
veillance, as an interference of maximum in-
tensity in evidentiary matters (Klass, Rotaru,
Roman Zaharov); those delivered against the
Republic of Moldova, carrying direct binding
force (Ilordachi, Mancevschi, Gutu); those de-
livered against States with comparable nor-
mative deficiencies (Peev). Cases concerning
aspects of private life unconnected with the
taking of evidence were excluded.

DISCUSSION AND RESULTS OBTAINED

1. Doctrinal landmarks of the notion of
private life.

As regards conceptualisation, the au-
thor A.A. Aleksandrov proposes a synthetic
definition, according to which private life
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sintetica, potrivit careia viata privata re-
prezinta ,un bun nematerial, apartinand
fiecarui cetatean de la nastere, constand
in acele aspecte ale vietii sale interioare si
sfere de comunicare care sunt pastrate in
mod constient in secret de catre el fata de
alti subiecti, si care sunt supuse protectiei
neconditionate intr-un stat democratic” [2,
p. 31-32].

In aceeasi logica, S.N. Gontar sub-
liniaza ca ,dreptul la inviolabilitatea
vietii private, fiind unul dintre drepturile
constitutionale fundamentale ale omului si
cetateanului, reflecta aspiratia fiecaruia de
a avea propria lume de interese intime, fa-
miliale, de afaceri si de alta natura, care nu
sunt supuse controlului din partea statului,
societatii si cetatenilor in parte” [3. p. 3].

O orientare distincta se desprinde din
doctrina romana. Profesorul Corneliu Bir-
san subliniaza ca ,notiunea de viata priva-
ta, la care se refera art. 8 al Conventiei, nu
poate fi definita cu precizie”, aceasta cu-
prinzand ,in primul rand, integritatea fizica
si morala a persoanei, sfera intima a indivi-
dului”, fara a se limita insa la un cerc intim,
intrucat ,respectul vietii private trebuie, de
asemenea, sa cuprinda, intr-o anumita ma-
sura, dreptul individului de a stabili si dez-
volta relatii cu semenii sai” [4, p. 598-599].

Aceeasi orientare extensiva a fost
confirmata de Comisia de la Venetia, care
include in sfera privata dreptul de a stabili
si dezvolta relatii cu alte persoane, in spe-
cial in plan emotional, in vederea dezvolta-
rii si implinirii propriei personalitati [5].

Din analiza comparativa a acestor
definitii constatam ca autorii opereaza
cu doua abordari conceptuale distincte.
Prima, subiectiva in opinia noastra, tra-
teaza viata privata ca un bun nematerial
apartinand persoanei, evidentiind dimen-
siunea sa patrimoniala si informationala. A
doua, obiectiva, defineste viata privata ca
o sfera de relatii protejata de ingerinte ex-
terioare, accentuand functia sa de bariera
intre individ si stat.

Consideram ca, in contextul procesu-
lui penal, definitia trebuie sa integreze am-

represents ,an intangible good, belonging
to every citizen from birth, consisting of
those aspects of his inner life and spheres
of communication which are consciously
kept secret by him from other subjects, and
which are subject to unconditional protec-
tion in a democratic State” [2, p. 31-32].

In the same logic, S.N. Gontar empha-
sises that ,the right to the inviolability of
private life, being one of the fundamental
constitutional rights of the individual and
of the citizen, reflects the aspiration of
each person to have his own world of inti-
mate, family, business and other interests,
which are not subject to control on the part
of the State, of society and of individual cit-
izens” [3. p. 3].

A distinct orientation emerges from
Romanian doctrine. Professor Corneliu
Birsan emphasises that ,the notion of pri-
vate life, to which Article 8 of the Conven-
tion refers, cannot be defined with preci-
sion”, it comprising ,first of all, the physical
and moral integrity of the person, the in-
timate sphere of the individual”’, without
being limited, however, to an intimate cir-
cle, since ,respect for private life must also
encompass, to a certain degree, the right
of the individual to establish and develop
relationships with his fellow human beings”
[4, p. 598-599].

The same extensive orientation was
confirmed by the Venice Commission,
which includes within the private sphere
the right to establish and develop relation-
ships with other persons, in particular in
the emotional field, with a view to the de-
velopment and fulfilment of one’s own per-
sonality [5].

From a comparative analysis of these
definitions we find that the authors operate
with two distinct conceptual approaches.
The first, subjective in our opinion, treats
private life as an intangible good belonging
to the person, highlighting its proprietary
and informational dimension. The second,
objective, defines private life as a sphere of
relations protected from external interfer-
ence, emphasising its function as a barrier
between the individual and the State.

We consider that, in the context of
criminal proceedings, the definition must
integrate both dimensions, since proce-
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bele dimensiuni, intrucat ingerinta proce-
suala afecteaza simultan bunul nematerial,
respectiv informatiile private, datele cu ca-
racter personal si corespondenta, precum
si sfera relationala, care cuprinde comuni-
carea, domiciliul si viata familiala. Niciuna
dintre cele doua abordari, luata izolat, nu
acopera complexitatea ingerintelor proce-
sual-penale.

Aceasta insuficienta devine eviden-
ta in era digitala, cand accesul la un singur
dispozitiv electronic expune concomitent
ambele dimensiuni, situatie in care califi-
carea masurii exclusiv ca ingerinta in bunul
nematerial ori exclusiv ca ingerinta in sfera
relationala conduce la o evaluare incom-
pleta a proportionalitatii.

Temeiul international si european al
dreptului

Protectia vietii private este consacra-
ta, la nivelul dreptului international con-
temporan, prin art. 12 din Declaratia Uni-
versala a Drepturilor Omului si art. 17 din
Pactul international cu privire la drepturile
civile si politice, care interzic imixtiunile
arbitrare in viata personala, familie, domi-
ciliu si corespondenta. Art. 8 din Conventia
Europeana a Drepturilor Omului garantea-
za dreptul la respectarea vietii private si de
familie, a domiciliului si a corespondentei,
stabilind totodata conditiile in care
ingerinta autoritatii publice este permisa:
sa fie prevazuta de lege, sa urmareasca un
scop legitim si sa fie necesara intr-o socie-
tate democratica [6].

La nivelul dreptului Uniunii Europe-
ne, Carta drepturilor fundamentale ope-
reaza o distinctie semnificativa fata de
sistemul Conventiei. Art. 7 din Carta garan-
teaza dreptul la respectarea vietii private,
inlocuind termenul ,,corespondenta” cu cel
de ,comunicari’, mai adecvat erei digitale,
in timp ce art. 8 consacra, in mod autonom,
dreptul la protectia datelor cu caracter
personal [7].

Aceasta autonomizare nu are echi-
valent in Conventie si prezinta o relevanta
directa pentru procesul penal: in sistemul
conventional, protectia datelor este de-

dural interference affects simultaneously
the intangible good, namely private infor-
mation, personal data and correspondence,
as well as the relational sphere, which
comprises communication, the home and
family life. Neither of the two approaches,
taken in isolation, covers the complexity of
interferences in criminal proceedings.

This inadequacy becomes evident
in the digital era, when access to a single
electronic device simultaneously expos-
es both dimensions, a situation in which
classifying the measure exclusively as in-
terference with the intangible good, or ex-
clusively as interference with the relational
sphere, leads to an incomplete assessment
of proportionality.

The international and European basis
of the right

The protection of private life is en-
shrined, at the level of contemporary inter-
national law, in Article 12 of the Universal
Declaration of Human Rights and Article 17
of the International Covenant on Civil and
Political Rights, which prohibit arbitrary
interference with private life, the fami-
ly, the home and correspondence. Article
8 of the European Convention on Human
Rights guarantees the right to respect for
private and family life, the home and cor-
respondence, while also establishing the
conditions under which interference by a
public authority is permitted: it must be in
accordance with the law, pursue a legiti-
mate aim and be necessary in a democratic
society [6].

At the level of European Union law,
the Charter of Fundamental Rights draws a
significant distinction from the Convention
system. Article 7 of the Charter guarantees
the right to respect for private life, replac-
ing the term ,correspondence” with that
of ,communications”, more suited to the
digital era, whereas Article 8 autonomous-
ly enshrines the right to the protection of
personal data [7].

This autonomisation has no equiva-
lent in the Convention and is of direct rel-
evance to criminal proceedings: within the
Convention system, data protection is de-
rived by way of interpretation from the no-
tion of private life, which leaves a margin of
uncertainty as regards measures targeting
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dusa pe cale de interpretare din notiunea
de viata privata, ceea ce lasa un spatiu de
incertitudine in privinta masurilor care
vizeaza exclusiv date, fara atingerea unui
element clasic al vietii private. Specificita-
tea materiei penale a determinat, de altfel,
adoptarea Directivei (UE) 2016 /680, care
stabileste un regim distinct de cel al Regu-
lamentului general privind protectia date-
lor, relevant pentru Republica Moldova in
contextul obligatiilor de armonizare legis-
lativa [8].

Gradarea protectiei in jurisprudenta
Curtii Europene

Curtea Europeana a refuzat in mod
constant sa ofere o definitie exhaustiva a
vietii private, preferand o conturare pro-
gresiva, de la caz la caz. In cauza Pretty c.
Regatului Unit a precizat ca ,notiunea de
viata privata este una ampla, nesusceptibila
de o definitie exhaustiva, care acopera in-
tegritatea fizica si psihologica a unei per-
soane” [9].

Analiza jurisprudentei relevante pen-
tru materia probatorie evidentiaza insa un
element care, desi nu este formulat expres
de Curte, ni se pare a constitui criteriul or-
donator al acesteia: intensitatea controlu-
lui variaza sistematic in functie de natura
elementului atins prin ingerinta. Expune-
rea care urmeaza respecta aceasta gradare,
ea fundamentand structurarea propusa in
partea finala a studiului.

Elementele nucleului intim. Protectia
cea mai ridicata este acordata integritatii
fizice si psihice.

In cauza Bensaid c. Regatului Unit,
Curtea a recunoscut sanatatea mintala ca
o componenta esentiala a vietii private, iar
in cauza Shtukaturov c. Rusiei a calificat
drept ingerinta deosebit de grava masura
care lipseste persoana de capacitatea de a
actiona independent in aproape toate do-
meniile vietii [10]. In cauza S. si Marper c.
Regatului Unit, prelevarea si pastrarea am-
prentelor si a profilelor ADN au fost incluse
in sfera dreptului la identitate, Curtea exer-
citand un control deosebit de strict asupra
caracterului nediferentiat al pastrarii [11].

data exclusively, without affecting a classi-
cal element of private life. The specific na-
ture of criminal matters led, moreover, to
the adoption of Directive (EU) 2016 /680,
which establishes a regime distinct from
that of the General Data Protection Regu-
lation, relevant to the Republic of Moldova
in the context of its legislative harmonisa-
tion obligations [8].

The gradation of protection in the
case-law of the European Court

The European Court has consistently
refused to provide an exhaustive definition
of private life, preferring a progressive,
case-by-case delineation. In the case of
Pretty v. the United Kingdom it stated that
»the notion of private life is a broad one,
not susceptible to exhaustive definition,
which covers the physical and psycholog-
ical integrity of a person” [9].

An analysis of the case-law relevant
to evidentiary matters nonetheless reveals
an element which, although not expressly
formulated by the Court, appears to us to
constitute its ordering criterion: the inten-
sity of the scrutiny varies systematically
according to the nature of the element af-
fected by the interference. The exposition
which follows observes this gradation, it
being the foundation of the structure pro-
posed in the final part of the study.

Elements of the intimate core. The
highest protection is afforded to physical
and psychological integrity.

In the case of Bensaid v. the Unit-
ed Kingdom, the Court recognised mental
health as an essential component of private
life, while in the case of Shtukaturov v. Rus-
sia it characterised as a particularly serious
interference the measure which deprives a
person of the capacity to act independently
in almost all areas of life [10]. In the case of S.
and Marper v. the United Kingdom, the tak-
ing and retention of fingerprints and DNA
profiles were included within the sphere of
the right to identity, the Court exercising
particularly strict scrutiny over the undif-
ferentiated character of the retention [11]. In
these situations the margin of appreciation
left to the State is the narrowest.

Elements of the communicational lay-
er. In the case of Klass and Others v. Ger-
many, the Court established for the first
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In aceste ipoteze marja de apreciere lasata
statului este cea mai restransa.

Elementele stratului comunicational.
In cauza Klass si altii c. Germaniei, Cur-
tea a stabilit pentru prima data ca simpla
existenta a unei legislatii care permite su-
pravegherea secreta a comunicarilor con-
stituie, prin ea insasi, o ingerinta in dreptul
la respectarea vietii private pentru toti cei
care ar putea fi vizati, consacrand principiul
potrivit caruia legislatia trebuie sa contina
garantii adecvate si eficiente impotriva
abuzurilor [12]. Standardul a fost dezvoltat
in cauza Rotaru c. Romaniei, unde Marea
Camera a constatat ca pastrarea de catre
serviciile de informatii a unor date privind
viata privata intr-un registru secret, fara
posibilitatea persoanei de a le contesta, in-
calca art. 8, hotarare cu relevanta deosebita
pentru statele din spatiul post-sovietic [13].

Sistematizarea garantiilor minime in
materie de interceptare a fost realizata in
cauza Roman Zaharov c. Rusiei [14], iar Re-
publica Moldova fusese deja sanctionata pe
acelasi temei in cauza Iordachi si altii, pen-
tru insuficienta garantiilor legale impotriva
abuzurilor [15]. Comunicarile electronice
efectuate la locul de munca beneficiaza de
aceeasi protectie, potrivit cauzei Barbules-
cu c. Romaniei [16]. Exigenta Curtii se ma-
nifesta aici nu prin restrangerea marjei de
apreciere asupra oportunitatii masurii, ci
prin controlul riguros al calitatii legii, auto-
rizarea judiciara prealabila fiind tratata ca
element de validitate a ingerintei.

Elementele stratului spatial. Protectia
este acordata diferentiat, in functie de
asteptarea rezonabila de intimitate. In ca-
uza Niemietz c. Germaniei, Curtea a sta-
tuat ca ,ar fi prea restrictiv sa se limiteze
notiunea de ,viata privata” la un cerc in-
tim in care individul isi traieste propria
existenta personald, excluzand cu totul
lumea exterioara acestui cerc”, extinzand
astfel protectia asupra spatiilor profesio-
nale [17].

Criteriul asteptarii rezonabile a fost
aplicat in cauza Peev c. Bulgariei chiar in
privinta mesei de lucru a reclamantului din

time that the mere existence of legislation
permitting the secret surveillance of com-
munications constitutes, in itself, an inter-
ference with the right to respect for private
life for all those who might be affected, en-
shrining the principle that legislation must
contain adequate and effective safeguards
against abuse [12]. The standard was de-
veloped in the case of Rotaru v. Romania,
where the Grand Chamber found that the
storage by the intelligence services of data
concerning private life in a secret register,
without any possibility for the person con-
cerned to challenge it, breaches Article 8,
a judgment of particular relevance to the
States of the post-Soviet area [13].

The systematisation of the minimum
safeguards in matters of interception was
carried out in the case of Roman Zaharov
v. Russia [14], while the Republic of Mol-
dova had already been found in breach on
the same ground in the case of lordachi and
Others, on account of the insufficiency of
the legal safeguards against abuse [15]. Elec-
tronic communications made in the work-
place enjoy the same protection, according
to the case of Barbulescu v. Romania [16].
The Court’s exacting approach manifests
itself here not through a narrowing of the
margin of appreciation as to the expediency
of the measure, but through rigorous scru-
tiny of the quality of the law, prior judicial
authorisation being treated as an element of
the validity of the interference.

Elements of the spatial layer. Protec-
tion is afforded on a differentiated basis,
according to the reasonable expectation of
privacy. In the case of Niemietz v. Germa-
ny, the Court held that ,,it would be too re-
strictive to limit the notion of «private life»
to an intimate circle in which the individual
lives his own personal existence, excluding
entirely the outside world not encompassed
within that circle”, thereby extending pro-
tection to professional premises [17].

The criterion of reasonable expecta-
tion was applied in the case of Peev v. Bul-
garia even in respect of the applicant’s desk
within the premises of a public authority
[18], and in the case of Peck v. the United
Kingdom to the disclosure of images cap-
tured in a public place [19].

The case-law directed against the Re-
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incinta unei autoritati publice [18], iar in
cauza Peck c. Regatului Unit asupra difuza-
rii de imagini captate in spatiul public [19].

Jurisprudenta indreptata impotri-
va Republicii Moldova confirma caracte-
rul recurent al deficientelor la acest nivel:
in cauza Mancevschi, Curtea a reiterat ca
perchezitia biroului avocatului constituie o
ingerinta in viata privata si corespondenta
si, potential, in domiciliu, autorizarea for-
mulata In termeni extrem de generali
acordand organului de urmarire penala o
discretie nelimitata [20]; in cauza Gutu, pa-
trunderea politistilor in locuinta reclaman-
tului nu a fost ,prevazuta de lege” in sensul
art. 8 [21].

Gradarea descrisa nu este enuntata
ca atare de Curte, care opereaza cu un test
unitar, intemeiat pe aceleasi trei conditii
din art. 8 §2. Ea se deduce insa din intensi-
tatea diferita a controlului exercitat asupra
acestor conditii, ceea ce justifica, in opinia
noastra, formalizarea sa ca instrument de
lucru pentru evaluarea procedeelor proba-
torii.

Cadrul constitutional si procesual-
penal al Republicii Moldova

In plan intern, protectia vietii private
este asigurata la nivel constitutional prin
art. 28-30 din Constitutie, care garanteaza
respectarea vietii intime, familiale si pri-
vate, inviolabilitatea domiciliului si secre-
tul corespondentei. Comentariul oficial al
Constitutiei precizeaza ca formula ,res-
pecta si ocroteste” instituie doua obligatii
distincte: o obligatie pasiva de a nu face ni-
cio imixtiune nejustificata si o obligatie ac-
tiva de a lua masuri concrete de protectie
[22. p. 128].

Cadrul restrangerii este stabilit de
art. 54 din Constitutie, care impune ca ori-
ce limitare sa fie prevazuta de lege, sa co-
respunda normelor unanim recunoscute
ale dreptului international, sa fie necesara
pentru un scop legitim, proportionala cu
situatia care a determinat-o si sa nu atinga
existenta dreptului, configurand astfel un
test de legitimitate paralel celui prevazut
de art. 8 §2 din Conventie.

public of Moldova confirms the recurrent
character of the deficiencies at this level:
in the case of Mancevschi, the Court reit-
erated that the search of a lawyer’s office
constitutes an interference with private life
and correspondence and, potentially, with
the home, an authorisation drafted in ex-
tremely general terms conferring upon the
criminal investigation body unlimited dis-
cretion [20]; in the case of Gutu, the entry
of police officers into the applicant’s dwell-
ing was not ,in accordance with the law”
within the meaning of Article 8 [21].

The gradation described is not stated
as such by the Court, which operates with a
unitary test, founded upon the same three
conditions laid down in Article 8 §2. It may
nonetheless be inferred from the differing
intensity of the scrutiny exercised over
those conditions, which justifies, in our
opinion, its formalisation as a working in-
strument for the assessment of evidentiary
procedures.

The constitutional and criminal-proce-
dural framework of the Republic of Moldova

Domestically, the protection of pri-
vate life is secured at constitutional level by
Articles 28-30 of the Constitution, which
guarantee respect for intimate, family and
private life, the inviolability of the home and
the secrecy of correspondence. The official
Commentary on the Constitution specifies
that the formula ,shall respect and protect”
establishes two distinct obligations: a pas-
sive obligation not to make any unjustified
interference and an active obligation to take
concrete measures of protection [22. p. 128].

The framework for restrictions is
laid down by Article 54 of the Constitu-
tion, which requires that any limitation be
prescribed by law, correspond to the uni-
versally recognised norms of international
law, be necessary for a legitimate aim, be
proportionate to the situation which gave
rise to it and not impair the existence of the
right, thereby configuring a legitimacy test
parallel to that provided for in Article 8 §2
of the Convention.

At the procedural level, the constitu-
tional guarantees are developed through
Articles 10-13 of the Code of Criminal Pro-
cedure, a distinct role being assigned to
Article 15, which enshrines the inviolability
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La nivel procesual, garantiile
constitutionale sunt dezvoltate prin art.
10-13 din Codul de procedura penala, un rol
distinct revenind art. 15, care consacra in-
violabilitatea vietii private. Mecanismul de
control judiciar a fost precizat prin Hotara-
rea Plenului Curtii Supreme de Justitie nr.
7 din 04.07.2005, care a transpus in dreptul
intern testul conventional al art. 8 §2 [23].

Se impune insa observatia ca aceasta
hotarare este anterioara hotararilor fun-
damentale ale Curtii Europene in materia
supravegherii, respectiv lordachi (2009),
Roman Zaharov (2015) si Barbulescu (2017).
In consecintd, ea nu acopera dimensiunea
digitala a ingerintelor contemporane si nici
cerinta notificarii post-factum a persoanei
vizate, deficienta cu atat mai semnificativa
cu cat actul ramane principalul reper me-
todologic pentru judecatorul de instructie.

Analiza cadrului procesual-penal re-
leva, totodata, doua lacune normative. In
primul rand, Codul de procedura penala nu
contine o definitie a notiunii de viata priva-
ta, desi reglementeaza ingerinte majore in
sfera acesteia; art. 6 defineste ,,domiciliul”,
»timpul noptii” ori ,specialistul”, dar nu si
,viata privata”, ,datele cu caracter perso-
nal” sau ,corespondenta” [24].

Consecinta practica este ca intinde-
rea obiectului protejat ramane sa fie stabi-
lita de la caz la caz de organul care dispune
masura, ceea ce afecteaza previzibilitatea
legii, conditie expres ceruta de art. 8 §2.

In al doilea rand, asa cum au observat
D. Ostavciuc si T. Osoianu, art. 15 utilizea-
za alternativ sintagmele ,viata privata” si
,viata intima” fara a le delimita conceptual,
desi, in optica Curtii Europene si a Curtii
Constitutionale, ,viata intima intra in sfe-
ra vietii private, de aceea nu sunt necesare
indicarea ambelor notiuni in mod separat”
[25. p. 318].

Dimensiunea digitald a vietii private

Provocarea contemporana majora
este reprezentata de dimensiunea digita-
la. D.I. Zuev argumenteaza ca inspectarea
telefonului mobil echivaleaza practic cu
perchezitia intregii vieti private a persoa-

of private life. The mechanism of judicial
review was specified by Decision no. 7 of
04.07.2005 of the Plenum of the Supreme
Court of Justice, which transposed into do-
mestic law the Convention test under Arti-
cle 8 §2 [23].

It must be observed, however, that this
decision predates the fundamental judg-
ments of the European Court in the field of
surveillance, namely Iordachi (2009), Roman
Zaharov (2015) and Barbulescu (2017). Con-
sequently, it covers neither the digital di-
mension of contemporary interferences nor
the requirement of post factum notification
of the person concerned, a shortcoming all
the more significant given that the act re-
mains the principal methodological point of
reference for the investigating judge.

An analysis of the criminal-procedur-
al framework further reveals two norma-
tive gaps. First, the Code of Criminal Pro-
cedure contains no definition of the notion
of private life, although it regulates major
interferences with that sphere; Article 6
defines ,the home”, ,night-time” and ,the
specialist”, but not ,private life”, ,personal
data” or ,correspondence” [24].

The practical consequence is that the
scope of the protected object is left to be
established on a case-by-case basis by the
authority ordering the measure, which af-
fects the foreseeability of the law, a condi-
tion expressly required by Article 8 §2.

Secondly, as observed by D. Ostavci-
uc and T. Osoianu, Article 15 uses the ex-
pressions ,private life” and ,intimate life”
alternatively, without delimiting them con-
ceptually, even though, in the view of the
European Court and of the Constitutional
Court, ,intimate life falls within the sphere
of private life, and it is therefore unneces-
sary to indicate both notions separately”
[25. p. 318].

The digital dimension of private life

The major contemporary challenge is
represented by the digital dimension. D.L
Zuev argues that the examination of a mo-
bile telephone is practically equivalent to
a search of the person’s entire private life,
since a modern device contains correspond-
ence, photographs, medical data, financial
information and location data [26. p. 79].

The same conclusion follows, at the
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nei, intrucat un dispozitiv modern contine
corespondenta, fotografii, date medicale,
informatii financiare si date de localizare
[26. p. 79].

Aceeasi concluzie se desprinde, la ni-
velul dreptului Uniunii Europene, din ho-
tararea Curtii de Justitie in cauza Digital
Rights Ireland, prin care a fost invalidata
Directiva privind retentia datelor, pastra-
rea generalizata a datelor de trafic si de lo-
calizare fiind calificata drept ingerinta de-
osebit de grava in drepturile fundamentale
la viata privata si la protectia datelor [27].

Raportat la cadrul intern, enumerarea
din art. 301 alin. (1) din Codul de procedura
penala nu cuprinde in mod explicit accesul
la datele stocate in spatiul cloud, la datele
de geolocalizare in timp real ori la conturile
online. Aceste forme de investigare digitala
risca astfel sa ramana in afara controlului
judiciar adecvat, fiind realizate in temeiul
dispozitiilor generale privind cercetarea
obiectelor ridicate, solutie incompatibila
cu principiul previzibilitatii legii si cu stan-
dardul de calitate a legii impus prin cauzele
lIordachi si Roman Zaharov.

O structurare a dreptului la viata pri-
vata pe niveluri de protectie

Desi notiunea de viata privata nu ad-
mite o definitie exhaustiva, functia sa, ace-
ea de a proteja spatiul de autonomie al indi-
vidului, permite conturarea unei structuri
interne adaptate specificului procesului
penal. Propunem, ca o contributie proprie a
prezentei cercetari, structurarea dreptului
la viata privata pe trei niveluri de protectie,
corespunzator intensitatii ingerintei admi-
sibile, potrivit gradarii identificate mai sus
in jurisprudenta Curtii Europene.

Primul nivel il constituie nucleul in-
tim, care cuprinde integritatea corporala,
datele genetice si medicale, sanatatea min-
tala si gandirea. El beneficiaza de protectia
cea mai ridicata, ingerinta fiind admisa
doar in conditii exceptionale. Fundamentul
acestui nivel isi gaseste sustinerea in prin-
cipiul respectarii demnitatii umane, con-
sacrat de art. 10 din Codul de procedura
penala: asa cum observa D. Ostavciuc, ,res-

level of European Union law, from the
judgment of the Court of Justice in the case
of Digital Rights Ireland, by which the Data
Retention Directive was invalidated, the
general retention of traffic and location
data being characterised as a particularly
serious interference with the fundamental
rights to private life and to the protection
of personal data [27].

As regards the domestic framework,
the enumeration in Article 301 § (1) of the
Code of Criminal Procedure does not ex-
pressly cover access to data stored in the
cloud, to real-time geolocation data or to
online accounts. Such forms of digital in-
vestigation thus risk remaining outside ad-
equate judicial review, being carried out on
the basis of the general provisions on the
examination of seized objects, a solution
incompatible with the principle of foresee-
ability of the law and with the standard of
quality of the law imposed through the cas-
es of lordachi and Roman Zaharov.

A structuring of the right to private
life across levels of protection

Although the notion of private life ad-
mits of no exhaustive definition, its func-
tion, that of protecting the individual's
space of autonomy, permits the delinea-
tion of an internal structure adapted to the
specific features of criminal proceedings.
We propose, as a contribution of the pres-
ent research, the structuring of the right to
private life across three levels of protec-
tion, corresponding to the intensity of the
permissible interference, in accordance
with the gradation identified above in the
case-law of the European Court.

The first level is constituted by the
intimate core, which comprises bodily in-
tegrity, genetic and medical data, mental
health and thought. It enjoys the highest
protection, interference being permitted
only in exceptional circumstances. The
foundation of this level finds its support in
the principle of respect for human dignity,
enshrined in Article 10 of the Code of Crim-
inal Procedure: as D. Ostavciuc observes,
.respect for human dignity is an absolute
right which admits of no restriction, that
is to say, the authorities are strictly pro-
hibited from limiting human dignity, irre-
spective of the gravity of the offence under
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pectarea demnitatii umane este un drept
absolut care nu cunoaste restrangeri, adica
autoritatilor le este strict interzis a limita
demnitatea umana, indiferent de gravitatea
infractiunii ce se investigheaza sau necesi-
tatea si interesul public” [28. p.102].

Aldoileanivel este stratul comunicatio-
nal, care include corespondenta, comunica-
rile electronice, datele de trafic si continutul
dispozitivelor digitale. Acesta este supus au-
torizarii judiciare obligatorii, iar controlul se
concentreaza asupra calitatii legii care abi-
liteaza masura.

Al treilea nivel este stratul spatial, cu-
prinzand domiciliul, spatiile profesionale si
vehiculele, protejat diferentiat, in functie
de asteptarea rezonabila de intimitate.

Utilitatea operationala a acestei
structurari poate fi ilustrata prin ipoteza
inspectarii telefonului mobil, calificata in
prezent, in lipsa unei reglementari proprii,
ca simpla cercetare a unui obiect ridicat.
Aplicarea grilei propuse conduce la o ca-
lificare diferita: dispozitivul contine atat
elemente ale stratului comunicational, re-
spectiv corespondenta si datele de trafic,
cat si elemente ale nucleului intim, respec-
tiv datele medicale si, prin coroborare cu
istoricul de cautare si cu datele biometrice,
informatii privind starea de sanatate.

Masura atinge, asadar, simultan pri-
mul si al doilea nivel, ceea ce exclude tra-
tarea sa ca operatiune tehnica asupra unui
bun mobil si impune, cel putin, autorizarea
judiciara prealabila, delimitarea in actul de
autorizare a categoriilor de date accesibile
si interdictia accesului nediferentiat la in-
tregul continut al dispozitivului.

Structurarea propusa nu sub-
stituie testul unitar al art. 8 §2, ci il
operationalizeaza, permitand evaluarea
diferentiata a proportionalitatii ingerintei
in functie de tipul de procedeu probatoriu
utilizat si de nivelul efectiv atins.

CONCLUZII

Analiza efectuata confirma ca notiu-
nea de viata privata in procesul penal nu
admite o definitie exhaustiva, continutul

investigation or of necessity and the public
interest” [28. p.102].

The second level is the communica-
tional layer, which includes correspond-
ence, electronic communications, traffic
data and the contents of digital devices. It
is subject to mandatory judicial authorisa-
tion, and scrutiny focuses upon the quality
of the law empowering the measure.

The third level is the spatial layer,
comprising the home, professional prem-
ises and vehicles, protected on a differen-
tiated basis, according to the reasonable
expectation of privacy.

The operational utility of this struc-
turing may be illustrated through the sit-
uation of the examination of a mobile tele-
phone, currently classified, in the absence
of dedicated regulation, as the mere exam-
ination of a seized object. Application of the
proposed grid leads to a different classifi-
cation: the device contains both elements
of the communicational layer, namely cor-
respondence and traffic data, and elements
of the intimate core, namely medical data
and, by corroboration with the search his-
tory and with biometric data, information
concerning the state of health.

The measure therefore affects the
first and the second level simultaneously,
which precludes its treatment as a techni-
cal operation upon a movable object and
requires, at the very least, prior judicial au-
thorisation, the delimitation in the author-
ising act of the categories of data which
may be accessed and the prohibition of un-
differentiated access to the entire content
of the device.

The proposed structuring does not
substitute the unitary test under Article 8
§2, but renders it operational, permitting
a differentiated assessment of the pro-
portionality of the interference according
to the type of evidentiary procedure em-
ployed and the level actually affected.

CONCLUSIONS

The analysis carried out confirms that
the notion of private life in criminal pro-
ceedings admits of no exhaustive defini-
tion, its content being delineated progres-
sively through doctrine and the case-law

219



CF;CH"HC Annals of the Academy "Stefan cel Mare' ¢

Sf MIA

of the Republic of Moldova

Anale Stiintifice ale Academiei ,Stefan cel Mare" a MAI al Republicii MoLdova)

ei fiind conturat progresiv prin doctrina si
jurisprudenta Curtii Europene a Drepturi-
lor Omului. Convergenta dintre standarde-
le conventionale, cadrul constitutional (art.
28-30 si 54) si cel procesual (art. 10-15 din
Codul de procedura penala) demonstreaza
ca Republica Moldova dispune de un cadru
normativ de principiu aliniat la exigentele
europene.

Cu toate acestea, eficacitatea practi-
ca a protectiei depinde nu doar de existenta
cadrului normativ, ci si de calitatea, clari-
tatea si completitudinea acestuia. Absenta
unei definitii legale a vietii private, ambigu-
itatea terminologica a art. 15 si insuficienta
garantiilor adaptate erei digitale constituie
lacune care impun interventia legiuitorului.
Structurarea propusa a dreptului la viata
privata pe trei niveluri de protectie, si anu-
me nucleul intim, stratul comunicational
si stratul spatial, ofera un instrument apt
sa adapteze controlul de proportionalitate
la intensitatea reala a fiecarui procedeu
probatoriu, contribuind la consolidarea
garantiilor procesuale in acord cu standar-
dele Curtii Europene si aspiratiile de inte-
grare europeana ale Republicii Moldova.

of the European Court of Human Rights.
The convergence between the Convention
standards, the constitutional framework
(Articles 28-30 and 54) and the procedur-
al framework (Articles 10-15 of the Code of
Criminal Procedure) demonstrates that the
Republic of Moldova possesses a normative
framework of principle aligned with Euro-
pean requirements.

Nevertheless, the practical effective-
ness of protection depends not only upon
the existence of the normative framework,
but also upon its quality, clarity and com-
pleteness. The absence of a legal definition of
private life, the terminological ambiguity of
Article 15 and the insufficiency of safeguards
adapted to the digital era constitute gaps
which call for the intervention of the legis-
lature. The proposed structuring of the right
to private life across three levels of protec-
tion, namely the intimate core, the commu-
nicational layer and the spatial layer, offers
an instrument capable of adapting propor-
tionality review to the actual intensity of
each evidentiary procedure, contributing to
the consolidation of procedural safeguards
in accordance with the standards of the Eu-
ropean Court and the European integration
aspirations of the Republic of Moldova.
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