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In articolul de mai jos trasdm paralela intre
activitatea de prevenire a spaldrii banilor deru-
latd in cadrul activitdtii institutiilor financiare si
impactul acesteia asupra drepturilor consuma-
torilor de servicii si produse financiare. Punem
accent pe unele dintre instrumentele legale si
procedurale pe care le au la dispozitie institutiile
financiare implicate in activitdti investitionale la
scard internationald, evidentiind totodatd cone-
xiunea cu dreptului consumatorului de servicii
financiare de a fi protejat de fluxurile financiare
provenite din activitdti precum spdkarea banilor
sau finantarea terorismului. Pe parcursul artico-
lului abrevierile utilizate AML si CFT au urmdtoa-
rea semnificatie: AML - Anti Money Laundering,
CFT - Combatting the Financing of Terrorism.

Cuvinte-cheie: institutie financiard, proceduri
interne, prevenire a spaldrii banilor (AML — Anti
Money Laundering) de cdtre institutiile finan-
ciare, prevenire a finantdrii terorismului (CFT-
Combatting the Financing of Terrorism) de cdtre
institutiile financiare, autoritdti de reglementare
a sectorului financiar, consumator de produse/
servicii financiare, consumator de bund-credintd.

In the article below, we draw a parallel be-
tween anti-money laundering activities carried
out by financial institutions and their impact on
the rights of consumers of financial services and
products. We focus on some of the legal and pro-
cedural tools available to financial institutions
involved in international investment activities,
while also highlighting the connection to the
consumer’s right to be protected from financial
flows originating from activities such as money
laundering or terrorist financing. Throughout the
article, the abbreviations AML and CFT stand for:
AML - Anti Money Laundering, CFT — Combatting
the Financing of Terrorism.

Keywords: financial institution, internal proce-
dures, anti-money laundering (AML) by financial
institutions, combating the financing of terror-
ism (CFT) by financial institutions, financial sec-
tor regulatory authorities, consumer of financial
products/services, bona fide consumer.

1. INTRODUCERE

Ne propunem ca in cadrul prezentului
articol sa ne referim la activitatea de preve-
nire a spalarii banilor si finantarii terorimului
desfasurata de institutiile financiare in calitatea
lor de actori principali ai sistemului financiar lo-
cal si international, chiar global. In acelasi timp
ne dorim sa corelam aces segment de activitate
cu caracter preventiv cu protectia drepturilor
consumatorilor de servicii si produse financia-
re. Astfel, ne vom axa exclusiv pe acel segment
de prevenire ce intra in obligatiile normative ale
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1. INTRODUCTION

We aim in this article to refer to the anti-
money laundering and countering the financing
of terrorism activities carried out by financial
institutions in their role as key actors in the
local, international, and even global financial
system. At the same time, we want to corre-
late this preventive segment of activity with the
protection of the rights of consumers of finan-
cial services and products. Thus, we will focus
exclusively on the prevention segment that falls
under the regulatory obligations of contempo-
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institutiilor financiare contemporane. In virtu-
tea intensitatii circuitului financiar din ziua de
astazi, in cirtutea diversitatii de instrumente
financiare, etapa actuala de dezvoltare a secto-
rului ne demonstreaza cu extrema claritate fap-
tul ca a ne baza doar pe activitatea exclusiva a
organelor de drept este insuficient, intrucat atat
spalarea banilor cat si finantarea terorismului se
produc cu o viteza care permite pierderea urme-
lor subiectelor direct implicate, ori, pericolul mai
grav este ca procedurile legale ce trebuie urmate
cu strictete de catre organele de drept dureaza
in timp astfel incat cei vizati castiga timp, ceea
ce complica misiunea organelor de drept. Desi
nu putem afirma ca aceasta misiune devine im-
posibila, intrucat profesionismul celor implicati
in asemenea activitati este de cel mai inalt ni-
vel, totusi din perspectiva absolut realista pu-
tem afirma ca inteventia organelor de drept la
o etapa mult mai timpurie in scopul descoperirii
fluxurilor financiare ilegale devine posibila gratie
activitatii institutiilor financiare care devin par-
tenere ale organelor de drept si ale comunitatii
internationale in acest scop. Acestea sunt obli-
gate sa participe ele insele la diminuarea feno-
menului de spalare a banilor si finantarii teroris-
mului. Respectiv, la etapa curenta de dezvoltare
a societatii si a serviciilor financiare este extrem
de important ca insasi institutiile financiare sa
intervina si sa impiedice circulatia banilor cu
provenienta de un risc sporit. Desi dintr-o per-
spectiva comparativa putem bine sa ne dam sea-
ma ca si subiecele implicate in fenomenul de spa-
lare a banilor si finantarii terorismului la fel fac
parte din categoria de consumatori de produse
si servicii financiare in una din etapele acestor
ilegalitati. Respectiv misiunea institutiilor finan-
ciare este de a delimita nivelul de risc pe care
il prezinta fiecare consumator tocmai in scopul
alertarii institutiilor de stat competente in ca-
zurile in care riscul este sporit si sunt intrunite
toate elementele de alerta ridicata.

2. METODE SI MATERIALE APLICATE

Mentionam ca in analiza propusa ne axam
pe metode precum cea istoricd, logicd, compara-
tiva si oferirea preponderentei aspectului practic
in activitatea institutiilor financiare cu activita-
te extinsa la nivel international.

Este important sa accentuam ca din per-
spectivaa istorica spre exemplu, la etapa actuala
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rary financial institutions. Given the intensity of
today’s financial circuit and the diversity of fi-
nancial instruments, the current stage of sector
development clearly demonstrates that relying
solely on the activities of law enforcement is in-
sufficient. This is because both money launder-
ing and terrorist financing occur at such a speed
that it allows the subjects directly involved to
cover their tracks. A more serious danger is that
the legal procedures, which must be strictly fol-
lowed by law enforcement, take time, allowing
the targets to gain time, thus complicating the
mission of law enforcement authorities.

Although we cannot claim that this mis-
sion becomes impossible, as the professional-
ism of those involved in such activities is of the
highest level, from an entirely realistic perspec-
tive, we can affirm that the intervention of law
enforcement at a much earlier stage in order to
discover illegal financial flows becomes possible
thanks to the activities of financial institutions,
which become partners of law enforcement and
the international community for this purpose.
These institutions are required to actively par-
ticipate in reducing the phenomenon of money
laundering and terrorist financing. Thus, at the
current stage of society and financial services
development, it is extremely important for the
financial institutions themselves to intervene
and prevent the circulation of funds from high-
risk sources. Even from a comparative per-
spective, we can recognize that the subjects
involved in money laundering and terrorist fi-
nancing also fall into the category of consum-
ers of financial products and services at certain
stages of these illegal activities. Therefore, the
mission of financial institutions is to assess the
risk level posed by each consumer, with the aim
of alerting the competent state authorities in
cases where the risk is high and all indicators of
heightened alert are met.

2. METHODS AND MATERIALS

We mention that in the proposed analy-
sis, we focus on methods such as the historical,
logical, and comparative approaches, while giv-
ing priority to the practical aspect of the activi-
ties of financial institutions with international
operations.

It is important to emphasize that from a
historical perspective, for example, the current
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dimensiunile luptei contra fenomenului spalarii
banilor si finantarii terorismului au depasit pe
cele initiale intrucat produsele financiare sunt
intr-o continua evolutie si diversificare, dar in
acelasi timp mijloacele si metodele pe care le
au la dispozitie subiectele eventualei spalari de
bani si a finantarii terorismului s-au diversificat
si au evoluat semnificativ gratie evolutiei teh-
nologice la care asistaa societatea noastra.

3. REZULTATE SI DISCUTII

Investitorii in produse financiare in mod
evident au drept scop, pe langa profitabilitatea
investitiilor, evitarea contactului cu resurse fi-
nanciare de origine dubioasa. Astfel, daca in
alte perioade de dezvoltare a societatii consu-
matorul de servicii financiare era orientat doar
preponderent spre rezultatul financiar, astazi
investitorii in cele mai dese cazuri se arata
interesati si de conexiunile institutiei financiare
cu tari si entitati ce prezinta sau nu riscuri din
perspectiva spalarii banilor si finantarii tero-
rismului. In practica internationala investitorii
initiati de regula se informeaza insistent anume
pentru a evita impactul negativ inclusiv asupra
investitiilor proprii pe termen scurt si pe ter-
men lung. Astfel, cele mai recente sanctionari in
materie de neconformitate cu standardele mi-
nime, alteori optime in materie de combatere a
spalarii banilor si finantarii terorismului arata ca
neconformitatea bancii sau a unei alte categorii
de institutii financiare poate fi sanctionata fi-
nanciar astfel incat pe langa riscul reputational
exista mare probabilitate de impact financiar
negativ, ele ambele putand impacta rezultate-
le financiare ale institutiei, care in mod abso-
lut firesc va genera impact asupra rezultatelor
investitionale ale clientaor bancilor, fondurilor
de investitii sau altor institutii financiare.

UE a definit un anumit numar de drepturi
fundamentale pentru a proteja consumatorii
atunci cand acestia utilizeaza produse si servi-
cii financiare, de exemplu, la deschiderea unui
cont bancar, la transferul de bani, la realizarea
unui investitii, la contractarea unui imprumut
ipotecar sau a unui credit de consum sau la in-
cheierea unui regim de pensii [1].

Totusi, desi din punct de vedere legal in
majoritatea statelor vom vedea un set de drep-
turi ale consumatorilor, asa cum le listeaza di-
rectivele UE, nicidecum nu putem face abstractie
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dimensions of the fight against money launder-
ing and terrorist financing have surpassed the
initial ones, as financial products are in contin-
uous evolution and diversification. At the same
time, the means and methods available to sub-
jects involved in potential money laundering
and terrorist financing have also diversified and
evolved significantly, thanks to the technologi-
cal advancements our society is witnessing.

3. RESULTS AND DISCUSSIONS

Investors in financial products clearly
aim, in addition to the profitability of their in-
vestments, to avoid contact with funds of du-
bious origin. Thus, while in other periods of
societal development, financial service con-
sumers were primarily focused on financial
outcomes, today investors are increasingly
interested in the financial institution’s con-
nections with countries and entities that may
or may not pose risks related to money laun-
dering and terrorist financing. In international
practice, experienced investors typically make
an effort to gather information specifically to
avoid the negative impact, both short-term and
long-term, on their investments. Recent sanc-
tions for non-compliance with minimum, and
sometimes optimal, standards in combating
money laundering and terrorist financing show
that non-compliance by a bank or other finan-
cial institution can result in financial penalties.
In addition to reputational risk, there is a high
probability of negative financial impact, both
of which can affect the financial results of the
institution. Naturally, this will also affect the
investment outcomes of the bank’s clients, in-
vestment funds, or other financial institutions.

The EU has defined a certain number of
fundamental rights to protect consumers when
using financial products and services, such as
when opening a bank account, transferring
money, making an investment, contracting a
mortgage or consumer loan, or entering into a
pension scheme [1].

However, although legally, in most coun-
tries, we will find a set of consumer rights as
outlined by EU directives, we cannot ignore the
fact that, alongside the growing phenomenon
of money laundering, there are risks that affect
another category of rights for these same con-
sumers—the right to be protected from risks
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de faptul ca in paralel cu fenomenul de spala-
re a banilor care ia amploare, exista riscuri ale
atingerii altei categorii de drepturi ale acelorasi
consumatori - dretul de a fi la adapost de riscuri
generate de implicarea institutiei financiare par-
tenere in raporturi cu subiecte de profil riscant
din perspectiva spalarii banilor (ML - Money La-
undering) si luptei impotriva finantarii teroris-
mului (TF - Terrorism Financing).

In acest sens vom enunta elementele
principale pe care o institutie financiara trebuie
sa le asigure in cadrul activitatii zilnice in vede-
rea minimizarii riscurlor de a facilita circulatia
banilor de provenienta riscanta:

- Politici si proceduri interne, aprobate
de Consiliul de Administratie (BOD - Board of
Directors). Pentru a le mentine actuale, acestea
trebuie revizuite anual sau mai frecvent, daca
este necesar.

- Ofiter de conformitate desemnat - care
trebuie sa creeze si sa dezvolte politicile AML si
CFT. El/ea trebuie sa fie numit/a de Consiliul
de Administratie, sa detina autoritatea necesara
pentru a indeplini sarcinile, sa aiba experienta
in domeniul AML etc. Suplimentar, mentionam
ca deja un nivel superior pe scara ierarhica este
desemnarea unui Responsabil Control (RC) in
domeniul AML si CFT. de a supraveghea si asi-
gura respectarea proceselor de combatere a
spalarii banilor in cadrul unei institutii financi-
are sau al unei companii. Acest rol este esential
in gestionarea riscurilor financiare si de regle-
mentare asociate cu activitatile de spalare a ba-
nilor si finantare a terorismului.

- Functia de audit independent. Pentru a
evalua corect succesul programului AML al unei
institutii financiare, un audit extern ar trebui sa
fie realizat de o agentie externa complet inde-
pendentd, la fiecare 12 pana la 18 luni, in functie
de profilul de risc.

- Formare. Este esential ca toti angajatii sa
fie la curent cu toate procedurile care se aplica
in cadrul institutiei, inclusiv cei ce nu fac par-
te din departamentul de conformitate. In acest
sens, acestia ar trebui sa fie instruiti periodic.

- Due Dilligence fata de client, care este
consumator de servicii/produse financiare.
Aceasta presupune faptul de a sti cine se afla
in spatele contului, de a identifica si cunoaste
proprietarul efectiv al contului (beneficiarul
efectiv) sau al vehiculului investitional.
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generated by the involvement of the financial
institution in dealings with high-risk entities
from the perspective of money laundering (ML)
and countering the financing of terrorism (TF).

In this regard, we will outline the main ele-
ments that a financial institution must ensure in
its daily operations in order to minimize the risks
of facilitating the circulation of high-risk funds:

- Internal policies and procedures, ap-
proved by the Board of Directors (BOD). To
keep them up to date, these should be reviewed
annually or more frequently if necessary.

- Designated compliance officer - re-
sponsible for creating and developing AML and
CFT policies. This person must be appointed
by the Board of Directors, have the necessary
authority to carry out their tasks, possess ex-
perience in the AML field, etc. Additionally, we
note that a higher hierarchical level involves
appointing a Responsible for Control (RC) in the
AML and CFT domain to oversee and ensure
compliance with anti-money laundering pro-
cesses within a financial institution or compa-
ny. This role is essential in managing the finan-
cial and regulatory risks associated with money
laundering and terrorism financing activities.

- Independent audit function. To cor-
rectly assess the success of a financial institu-
tion’s AML program, an external audit should be
performed by an entirely independent external
agency, every 12 to 18 months, depending on
the risk profile.

- Training. It is essential that all employ-
ees are aware of the procedures that apply
within the institution, including those who are
not part of the compliance department. In this
sense, they should be periodically trained.

- Customer Due Diligence, who is a con-
sumer of financial services/products. This
means knowing who is behind the account,
identifying and understanding the actual owner
of the account (the beneficial owner) or the in-
vestment vehicle.

- The AML program should reflect a risk-
based model. The financial institution must
identify the risks it is exposed to and adopt ap-
propriate measures to mitigate them.

This is a brief summary of the minimum
elements that financial institutions must have
to protect consumers from potential collaps-
es in the activity of the financial institution to
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- Programul AML ar trebui sa reflecte un
model bazat pe risc. Institutia financiara trebu-
ie sa identifice riscurile la care este expusa si sa
adopte masuri adecvate pentru a le atenua.

Acesta este un sumar scurt al elementelor
minime de care trebuie sa dispuna institutiile
financiare pentru a asigura consumatorii contra
eventualelor colapsuri in activitatea institutiei
financiare careia primul transmite investitiile
sale pentru gestionare sau pastrare.

Majoritatea tarilor din lume au implemen-
tat standardele AML in institutiile financiare,
similare elementelor descrise mai sus, in con-
formitate cu recomandarile internationale stabi-
lite de organizatii precum FATF (Financial Action
Task Force) si Banca Mondiala. In general, aceste
standarde sunt incluse in legislatia nationala si
reglementarile financiare. Iata cateva exemple
de tari care au adoptat standardele AML:

- Statele Unite ale Americii - Au adoptat
standarde AML prin Bank Secrecy Act (BSA) [14]
si USA PATRIOT Act [15]. Autoritatea de regle-
mentare si supraveghere financiara este repre-
zentata de reteaua FinCEN (Financial Crimes
Enforcement Network);

- Uniunea Europeana - Reglementarile UE
includ Directivele AML, care au drept scop de a
fortifica standardele de prevenire a spalarii bani-
lor de catre subiectele sectorului financiar si de
a reflecta cele mai noi standarde internationale
in domeniu. Aici este important sa adaugam rolul
Autoritatea Europeana pentru Combaterea Spa-
larii Banilor (Anti Money Laundering Authority -
AMLA), care este o autoritate europeana infiintata
pentru a coordona si intari reglementarile si
actiunile impotriva spalarii banilor in Uniunea
Europeana. AMLA a fost creata pentru a sprijini si
consolida implementarea reglementarilor AML/
CFT in statele membre ale UE, avand rolul de a
coordona activitatile autoritatilor nationale de
supraveghere, de a oferi orientari si de a imple-
menta sanctiuni. De asemenea, AMLA se ocupa cu
monitorizarea riscurilor de spalare a banilor si cu
dezvoltarea unui cadru regulativ unificat in UE.

- Marea Britanie - Marea Britanie a im-
plementat aceste standarde prin Proceeds of
Crime Act 2002 (POCA) [16] si Money Laun-
dering Regulations 2017 [17], iar autoritatile de
reglementare sunt Financial Conduct Authority
(FCA) si HM Revenue & Customs (HMRC);

- Australia - Legea australiana AML/
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which they first entrust their investments for
management or safekeeping.

Most countries around the world have
implemented AML standards in financial in-
stitutions, similar to the elements described
above, in accordance with international recom-
mendations established by organizations such
as FATF (Financial Action Task Force) and the
World Bank. Generally, these standards are in-
cluded in national legislation and financial reg-
ulations. Here are some examples of countries
that have adopted AML standards:

- The United States of America - They
have adopted AML standards through the Bank
Secrecy Act (BSA) [14] and the USA PATRIOT Act
[15]. The regulatory and supervisory authority
is represented by the FInCEN (Financial Crimes
Enforcement Network).

- European Union EU regulations
include the AML Directives, which aim to
strengthen money laundering prevention stand-
ards within the financial sector and reflect the
latest international standards in the field. It is
important to also mention the role of the Euro-
pean Anti-Money Laundering Authority (AMLA),
which is a European authority established to co-
ordinate and reinforce regulations and actions
against money laundering in the European Un-
ion. AMLA was created to support and enhance
the implementation of AML/CFT regulations in
EU member states, with the role of coordinating
the activities of national supervisory authorities,
providing guidance, and implementing sanc-
tions. Additionally, AMLA is responsible for mon-
itoring money laundering risks and developing a
unified regulatory framework within the EU.

- United Kingdom - The United Kingdom
has implemented these standards through the
Proceeds of Crime Act 2002 (POCA) [16] and the
Money Laundering Regulations 2017 [17], with
the regulatory authorities being the Financial
Conduct Authority (FCA) and HM Revenue &
Customs (HMRC).

- Australia - The Australian AML/CFT law
(Anti-Money Laundering and Counter-Terrorism
Financing Act 2006) [18] requires financial insti-
tutions to adopt strict procedures for preventing
money laundering and terrorist financing;

- Canada - Canada’s AML standards are
regulated by the Proceeds of Crime (Money
Laundering) and Terrorist Financing Act (PCM-
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CFT (Anti-Money Laundering and Counter-
Terrorism Financing Act 2006) [18] impune
institutiilor financiare sa adopte proceduri
stricte pentru prevenirea spalarii banilor si
finantarii terorismului;

- Canada - Standardele AML din Cana-
da sunt reglementate de Proceeds of Crime
(Money Laundering) and Terrorist Financing
Act (PCMLTFA) [19], iar autoritatea responsa-
bila este Financial Transactions and Reports
Analysis Centre of Canada (FINTRAC);

- Elvetia - Elvetia aplica reglementari
AML prin Federal Act on Combating Money La-
undering and Terrorist Financing [20], si are
autoritati de reglementare ca Swiss Financial
Market Supervisory Authority (FINMA);

- Singapore - Aplicarea legii si strategiei
AML/CFT din Singapore [21] este asigurata de
Monetary Authority of Singapore (MAS) si inclu-
de cerinte stricte de due dilligence si raportare;

- Hong Kong - Reglementarile AML sunt
implementate de Hong Kong Monetary Autho-
rity (HKMA) si includ cerinte specifice pentru
institutiile financiare si profesionistii din domeniu;

- Noua Zeelanda - Aplicarea legislatiei
AML din Noua Zeelanda este supravegheata de
Department of Internal Affairs (DIA);

- Japonia - Japonia a adoptat reglemen-
tari AML prin Act on Prevention of Transfer of
Criminal Proceeds [22], supravegherea aplicarii
acesteia fiind asigurata de autoritatile financia-
re din Japonia etc.

- Pe langa aceste tari, multe alte natiuni
au adoptat standarde AML conforme cu reco-
mandarile FATF si UE, inclusiv Republica Mol-
dova. De asemenea, reglementarile AML sunt
implementate in majoritatea tarilor din Asia,
Europa, America Latina si Orientul Mijlociu.
Cu toate acestea, nivelul de dezvoltare a ca-
drului legal este practic direct de proportional
cu gradul de apropiere de centrele financiare
internationale a statului concret. Desi in multe
state aceste standarde se aplica, totusi cultura
investitorilor, adica a consumatorilor de servicii
si produse financiare face diferenta esentiala,
intrucat o clasa de consumatori avizati are
exigente ridicate fata de institutia financiara.
Acest lucru este absolut firesc.

In mod absolut evident statele care sunt
totodata centre financiare internationale au un
nivel inalt de racordare a legislatiei la standardele

LTFA) [19], with the responsible authority being
the Financial Transactions and Reports Analysis
Centre of Canada (FINTRAC);

- Switzerland - Switzerland enforces
AML regulations through the Federal Act on
Combating Money Laundering and Terrorist Fi-
nancing [20], with regulatory authorities such
as the Swiss Financial Market Supervisory Au-
thority (FINMA);

- Singapore - The enforcement of AML/
CFT law and strategy in Singapore [21] is ensured
by the Monetary Authority of Singapore (MAS),
which requires strict due diligence and reporting;

- Hong Kong - the implementation of
AML regulations is supervised by the Hong
Kong Monetary Authority (HKMA), and include
specific requirements for financial institutions
and professionals in the field;

- New Zealand - The enforcement of
AML legislation in New Zealand is supervised by
the Department of Internal Affairs (DIA);

-Japan has adopted AML regulations
through the Act on Prevention of Transfer of Crim-
inal Proceeds [22], with the implementation being
overseen by the financial authorities in Japan.

- In addition to these countries, many
other nations have adopted AML standards in
line with FATF and EU recommendations, in-
cluding the Republic of Moldova. Furthermore,
AML regulations are implemented in most coun-
tries across Asia, Europe, Latin America, and the
Middle East. However, the level of development
of the legal framework is practically directly pro-
portional to the degree of proximity of the spe-
cific country to international financial centers.
Although these standards apply in many states,
the culture of investors, of the consumers of fi-
nancial services and products, makes a signifi-
cant difference, as a well-informed class of in-
vestors/consumers has higher expectations of
the financial institution. This is entirely natural.

It is quite evident that countries that are
also international financial centers have a high
level of alignment of their legislation with FATF
standards, with national regulations reflect-
ing, down to the smallest details, the rights and
obligations of financial institutions. As a result,
the internal procedures of financial institutions
are based on a clear legal framework, which ex-
cludes ambiguities and interpretations. This is
an absolutely essential element for maintaining
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FATF, reglementarile nationale reflectand pana
la cele mai mici detalii drepturile si obligatiile
institutiilor financiare, iar in rezultat proceduri-
le interne ale institutiilor financiare au un cadru
legal pe care se axeaza foarte clar, care exclude
ambiguitatile si interpretarile, acest lucru fiind
un element absolut necesar pentru mentinerea
atractivitatii fata de investitori.

Cu toate acestea, este absolut util sa
mentionam ca exista si cealalta parte a feno-
menului, frica de a nu fi implicat in scandaluri
internationale conexe spalarii banilor face sa
existe riscul ca unele state sa intervina excesiv
in reglementarea obligatiunilor institutiilor fi-
nanciare in materie de prevenire a fenomenu-
lui spalarii banilor, aceasta excesivitate putand
duce la proceduri administrative si formalitati
excesive ce pot afecta consumatorii de buna
credinta a serviciilor si produselor financiare.
Respectiv, ununl din elementele de care trebuie
sa tina cont autoritatile de supraveghere finan-
ciara este anume incercarea de a imbina atat
impiedicarea consumatorilor de rea-credinta
sa circule bani de provenienta riscanta, dar tot-
odata sa incurajeze pe cei de buna-credinta.

In acest context este vital ca si cadrul le-
gal dar si institutia financiara sa actioneze in
functie de rezultatele evaluarii riscurilor in fi-
ece caz in parte.

Importanta unei abordari bazate pe risc
este de a asigura ca masurile pentru prevenirea
sau atenuarea spalarii banilor si a finantarii te-
rorismului sunt proportionale cu riscurile iden-
tificate. Institutiile financiare in procedurile lor
interne trebuie sa detalieze nivelul riscului aso-
ciat cu diverse sectoare, inclusiv furnizorii de
servicii de fiduciar si companii, comerciantii de
bunuri de mare valoare si cluburile private pen-
tru membri. Adoptarea unei abordari bazate pe
risc presupune:

- recunoasterea existentei riscului/ris-
curilor

- efectuarea unei evaluari a riscului /ris-
curilor

- dezvoltarea unor strategii pentru ges-
tionarea si atenuarea riscurilor identificate [2].

O abordare eficienta bazata pe risc va
permite institutiei financiare sa adopte o abo-
radre rezonabila in raport cu consumatorii pro-
duselor si sericiilor lor.

Un alt element absolut important este
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attractiveness to investors.

However, it is important to mention that
there is another side to the phenomenon: the fear
of being involved in international scandals relat-
ed to money laundering. This fear can lead some
countries to excessively intervene in regulating
the obligations of financial institutions regard-
ing the prevention of money laundering. Such
excess could result in administrative procedures
and excessive formalities that may affect bona
fide consumers of financial services and prod-
ucts. Therefore, one of the elements that financial
supervisory authorities must consider is the at-
tempt to balance the prevention of bad-faith con-
sumers from circulating high-risk funds, while
also encouraging good-faith consumers.

In this context, it is vital that both the le-
gal framework and the financial institution act
based on the results of risk assessments in each
individual case.

The importance of a risk-based approach
is to ensure that the measures for preventing
or mitigating money laundering and terrorist
financing are proportionate to the identified
risks. Financial institutions, in their internal
procedures, must detail the level of risk associ-
ated with various sectors, including trust ser-
vice providers and companies, high-value goods
traders, and private members’ clubs. Adopting a
risk-based approach involves:

- Recognizing the existence of the risk(s)

- Conducting a risk assessment

- Developing strategies for managing and
mitigating the identified risks [2].

An effective risk-based approach will en-
able the financial institution to adopt a reason-
able approach towards the consumers of its
products and services.

Another absolutely important element is
represented by the standards of Risk Appetite
of the financial institution [3]. It is essential for
the financial institution to implement a risk-
based approach, which is a FATF requirement
for a successful AML program.

These standards refer to the level of risk
the financial institution is willing to accept in its
activities to achieve its strategic objectives. It is
a measure of the entity’s tolerance for risk and
defines the boundaries within which it is willing
to operate, considering possible losses or nega-
tive effects. While these standards are usually
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reprezentat de standardele de Risk Appetite/
Apetitul de risc al institutiei financiare [3]. Este
esential ca institutia financiara sa implemente-
ze abordarea bazata pe risc, care este o cerinta
FATF pentru un program AML de succes.

Acestea se refera la nivelul de risc pe care
institutia financiara este dispusa sa il accepte in
cadrul activitatilor sale pentru a-si atinge obiec-
tivele strategice. Este o masura a tolerantei unei
entitati la riscuri si defineste limitele in care
aceasta este dispusa sa opereze, avand in vede-
re posibilele pierderi sau efecte negative. Or, desi
de regula aceste standarde se regasesc in proce-
durile si politicile interne ale institutiilor financi-
are, afirmam ca este un element-cheie care co-
releaza in mod evident cu nivelul de preocupare
a institutiei fata de dreppturile consumatorilor
de produse si servicii financiare. Respectiv, aco-
lo unde apetitul fata de risc este unul ce include
jurisdictii necooperante din punct de vedere fis-
cal, jurisdictii aflate pe liste de monitorizare FATF,
investitii in produse cu grad sporit de risc etc. va
exista si un risc sporit fata de reputatia institutiei
financiare, fata de eventualul impact asupra re-
surselor proprii si in mod evident asupra resurse-
lor investite de catre clienti. Desi exista institutia
de garantare a depozitelor in institutiile bancare,
un consumator fidel al serviciilor financiare sau
mai mult, un investitor initiat nu se va baza doar
pe acest factor, pentru el va fi important sa evi-
te asemenea situatii si sa identifice stabilitatea in
relatiile cu institutia financiara. Aceasta categorie
de consumatori nicidecum nu se bazeaza pe ide-
ea ca in timp ce profesionistul «cauta sa realizeze
un castigy, consumatorul «se straduieste sa evite
o pierdere». [4]

In acest sens autoritatile vin in ajutorul
institutiilor financiare identificand instrumente
necesare si utile in definirea prpriului standard
de risc. Aici vom da exemplul faptului ca FATF
cerceteaza modalitatile prin care se spala banii
si se finanteaza terorismul, promoveaza stan-
darde internationale pentru a atenua riscurile
si evalueaza daca tarile iau masuri eficiente [5].

Jurisdictiile aflate sub monitorizare spo-
rita colaboreaza activ cu FATF pentru a aborda
deficientele strategice din regimurile regle-
mentate destinate combaterii spalarii de bani,
finantarii terorismului si finantarii proliferarii
armelor. Atunci cand FATF plaseaza o jurisdictie
sub monitorizare sporita, aceasta inseamna ca
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found in the internal procedures and policies of
financial institutions, we assert that it is a key
element that clearly correlates with the level
of concern the institution has for the rights of
consumers of financial products and services.

Therefore, where the risk appetite in-
cludes jurisdictions that are uncooperative in
terms of taxation, jurisdictions on FATF moni-
toring lists, investments in high-risk products,
etc., there will also be an increased risk regard-
ing the financial institution’s reputation, po-
tential impact on its own resources, and clearly
on the resources invested by clients. Although
there is a deposit guarantee institution in bank-
ing institutions, a loyal consumer of financial
services or, moreover, an experienced investor
will not rely solely on this factor. For them, it
will be important to avoid such situations and
to identify stability in their relationship with
the financial institution. This category of con-
sumers does not rely on the idea that while the
professional “seeks to make a gain,” the con-
sumer “strives to avoid a loss” [4].

In this regard, authorities assist financial
institutions by identifying necessary and use-
ful tools for defining their own risk standards.
Here, we will provide the example that FATF
examines the methods by which money laun-
dering and terrorism financing occur, pro-
motes international standards to mitigate risks,
and evaluates whether countries are taking ef-
fective measures [5].

Jurisdictions under enhanced monitoring
actively collaborate with FATF to address stra-
tegic deficiencies in regulated regimes aimed
at combating money laundering, terrorism fi-
nancing, and the financing of weapons prolif-
eration. When FATF places a jurisdiction under
enhanced monitoring, it means that the country
has committed to swiftly addressing the iden-
tified strategic deficiencies within the agreed
timelines and will be subject to increased moni-
toring, being included in the “grey list.”

FATF continuously identifies additional
jurisdictions that have strategic deficiencies in
their regimes aimed at combating money laun-
dering, terrorism financing, and the financing
of the proliferation of weapons. The follow-
ing countries have had their progress reviewed
by FATF starting from October 2024: Bulgaria,
Burkina Faso, Cameroon, Croatia, Democratic
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tara s-a angajat sa rezolve rapid deficientele
strategice identificate, in termenele convenite,
si va fi supusa unei monitorizari sporite fiind in-
clusain ,lista gri”.

FATF identifica continuu jurisdictii supli-
mentare care au deficiente strategice in regi-
murile lor destinate combaterii spalarii de bani,
finantarii terorismului si finantarii proliferarii
armelor. Urmatoarele tari au avut progresul lor
revizuit de FATF incepand cu octombrie 2024:
Bulgaria; Burkina Faso, Camerun, Croatia, Repu-
blica Democrata Congo, Kenya, Mali, Mozambic,
Namibia; Nigeria, Filipine, Africa de Sud, Sudanul
de Sud, Tanzania, Venezuela si Vietnam. Pentru
aceste tari, sunt furnizate declaratii actualizate
mai jos. Algeria, Angola, Coasta de Fildes, Haiti,
Liban, Monaco, Siria si Yemen au ales sa amane
raportarea. Dupa revizuire, FATF a mai inclus in
lista Laos si Nepal. [6]

In acelasi timp mentionam ca Uniunea
Europeana (UE) a inceput sa lucreze la lista
jurisdictiilor nerecunoscute in scopuri fiscale in
2016. La 5 decembrie 2017, Consiliul a publicat
prima Lista UE si un rezumat al stadiului actual.
Lista UE include jurisdictiile care nu indeplinesc
criteriile UE pana la termenul limita stabilit. Re-
zumatul stadiului actual include jurisdictiile care
au facut angajamente suficiente pentru a refor-
ma politicile fiscale, dar care raman sub moni-
torizare atenta pe masura ce isi indeplinesc an-
gajamentele. Dupa ce o jurisdictie indeplineste
toate angajamentele sale, aceasta este eliminata
din rezumatul stadiului actual.

Lista initiala a UE includea 17 jurisdictii
care au fost considerate a nu indeplini criterii-
le relevante stabilite de Comisia Europeana. Au
fost facute multiple modificari ale listei UE de la
publicarea initiala.

Comisia a instituit, de asemenea, prime-
le contramasuri impotriva jurisdictiilor fiscale
nerecunoscute prin adoptarea unei Comunicari
in martie 2018, care a stabilit noi cerinte vizand
evitarea impozitelor in legislatia UE, in speci-
al in ceea ce priveste operatiunile financiare si
de investitii. Cerintele au scopul de a asigura
ca fondurile externe de dezvoltare si investitii
ale UE nu pot fi directionate sau tranzitate prin
entitati din jurisdictiile incluse in Lista UE fara
a fi supuse unor contramasuri.

Mai mult, in 2019, Consiliul a publicat ori-
entari suplimentare privind masurile defensive
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Republic of the Congo, Kenya, Mali, Mozam-
bique, Namibia, Nigeria, Philippines, South Afri-
ca, South Sudan, Tanzania, Venezuela, and Viet-
nam. Updated statements for these countries
are provided below. Algeria, Angola, Ivory Coast,
Haiti, Lebanon, Monaco, Syria, and Yemen have
chosen to delay reporting. After the review, FATF
also included Laos and Nepal in the list. [6]

At the same time, we mention that the Eu-
ropean Union (EU) began working on the list of
non-cooperative jurisdictions for tax purposes in
2016. On December 5, 2017, the Council published
the first EU List and a summary of the current
status. The EU List includes jurisdictions that fail
to meet EU criteria by the established deadline.
The current status summary includes jurisdic-
tions that have made sufficient commitments to
reform their tax policies but remain under close
monitoring as they fulfill their commitments.
Once a jurisdiction fulfills all of its commitments,
it is removed from the current status summary.

The initial EU list included 17 jurisdic-
tions that were considered not to meet the rel-
evant criteria set by the European Commission
(the Commission). Multiple changes have been
made to the EU list since its initial publication.

The Commission also established the
first countermeasures against unrecognized
tax jurisdictions by adopting a Communication
in March 2018, which set new requirements to
prevent tax avoidance in EU legislation, partic-
ularly regarding financial and investment op-
erations. The requirements aim to ensure that
EU external development funds and invest-
ments cannot be directed or transited through
entities in jurisdictions included in the EU List
without being subjected to countermeasures.

Furthermore, in 2019, the Council pub-
lished additional guidelines regarding defensive
measures against unrecognized jurisdictions.
At the same time, guidelines were issued con-
cerning the evaluation of jurisdictions with in-
terest deduction regimes and the treatment of
partnerships in accordance with criterion 2.2
(the existence of tax regimes that facilitate off-
shore structures attracting profits without real
economic activity). According to the above-
mentioned guidelines on defensive measures,
EU Member States are required, starting from
January 1, 2021, to use the EU List in imple-
menting at least one of the four specific legisla-
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fatd de jurisdictiile nerecunoscute. In acelasi
timp, au fost publicate orientari privind eva-
luarea jurisdictiilor cu regimuri de deducere a
dobanzilor ipotetice si tratamentul parteneria-
telor in conformitate cu criteriul 2.2 (existenta
regimurilor fiscale care faciliteaza structuri
offshore care atrag profituri fara activitate eco-
nomica reald). In conformitate cu orientarile
privind masurile defensive mentionate mai sus,
statele membre ale UE sunt obligate, incepand
cu 1ianuarie 2021, sa utilizeze Lista UE in apli-
carea cel putin a uneia dintre cele patru masuri
legislative specifice:

- Nedeductibilitatea costurilor suportate
intr-o jurisdictie inclusa pe lista

- Reguli privind societatile straine con-
trolate

- Masuri de retinere a impozitului

- Limitarea scutirii de participare pentru
dividendele actionarilor

- Multe state membre au adoptat deja
sau au redactat legislatie pentru aceste masuri
defensive.

- Urmeaza sa fie inclus si criteriul ce se
refera la beneficiarul efectiv, precum si extin-
derea sferei geografice a procesului de scree-
ning al Listei UE, care acum cuprinde aproxi-
mativ 95 de jurisdictii. [7]

Un alt instrument/criteriu important in
protectia drepturilor consumatorilor produselor
financiare de fenomenul spalarii banilor si toate
consecintele acestuia este prezentat de listele
de sanctiuni care sunt compilate pentru a viza
indivizi, entitati sau tari implicate in activitati
criminale, cum ar fi terorismul sau spalarea ba-
nilor. Acestea sunt esentiale pentru conformita-
tea cureglementarile AML (Anti-Spalare de Bani)
si CFT (Combaterea Finantarii Terorismului). Aici
vom mentiona Liste cheie de sanctiuni:

* Natiunile Unite: Sanctiunile se bazeaza
pe Rezolutiile Consiliului de Securitate. (Lista
de sanctiuni a ONU.) [23]

e Uniunea Europeana: Sanctiuni asupra
persoanelor/entitatilor, reglementate prin re-
glementari ale UE. (Harta sanctiuni UE). [24]

* OFAC - SUA: Lista Trezoreriei SUA vi-
zeaza organizatii teroriste si altele [25]

* Marea Britanie: Reglementata prin Le-
gea privind sanctiunile si prevenirea spalarii
banilor din 2018. (Lista de sanctiuni a UK). [26]

In mod evident, institutiile financiare se
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tive measures:

- Non-deductibility of costs incurred in a
jurisdiction included on the list

- Rules regarding controlled foreign
companies

- Withholding tax measures

- Limitation of participation exemption
for shareholder dividends

- Many member states have already
adopted or drafted legislation for these defen-
sive measures.

- Additionally, the criterion concerning
the beneficial owner is expected to be includ-
ed, along with an expansion of the geographical
scope of the EU List screening process, which
now covers approximately 95 jurisdictions. [7]

Another important tool /criterion in pro-
tecting the rights of consumers of financial
products from money laundering and its conse-
quences is the sanctions lists, which are com-
piled to target individuals, entities, or countries
involved in criminal activities such as terrorism
or money laundering. These lists are essential
for compliance with AML (Anti-Money Laun-
dering) and CFT (Counter-Terrorism Financ-
ing) regulations. Here are key sanctions lists to
mention:

» United Nations: Sanctions are based on
the Security Council Resolutions (UN Sanctions
List) [23].

* European Union: Sanctions on individ-
uals/entities, regulated by EU regulations (EU
Sanctions Map) [24].

* OFAC - USA: The US Treasury List tar-
gets terrorist organizations and others [25].

* United Kingdom: Regulated by the
Sanctions and Anti-Money Laundering Act of
2018 (UK Sanctions List) [26].

Clearly, financial institutions will rely on
the information obtained through screening,
which may reveal that an individual or entity is
on one of the sanctions lists. This will obligate
the institution to either implement enhanced
monitoring and due diligence or exclude such
relationships, depending on the risk appetite or
the mandatory compliance with the specific list
based on the jurisdiction to which the financial
institution belongs.

In this regard, it is important to mention
that the regulatory and supervisory authorities
of the financial sector in each country devel-
op mandatory rules for financial institutions,
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vor baza pe informatiile obtinute in urma scre-
ening-ului care poate scoate la iveald ca un in-
divid sau o entitate se afla pe una din listele de
sanctiuni, fapt ce va obliga institutia sa instituie
fie o monitorizare si diligenta sporita, fie sa ex-
cluda astfel de relatii in functie de apetitul de
risc sau in functie de obligativitatea respectarii
listei concrete in functie de jurisdictia din care
face parte aceasta institutie financiara.

In acest sens mentionam ca autoritatile
de reglementare si supraveghere a sectorului
financiar din fiece stat elaboreaza norme obli-
gatorii pentru institutiile financiare, norme ce
stau a baza inclusiv a definirii apetitului de risc
a acesteia.

Pe parcursul anului 2024, autoritatile de
reglementare financiara din intreaga lume au
continuat sa isi arate intentia de a combate
nerespectarea reglementarilor de prevenire a
spalarii de bani si de combatere a finantarii te-
rorismului (AML/CFT).

Mai multe sectoare au fost supuse unor
actiuni de reglementare semnificative anul tre-
cut. Desi amenzile AML sunt, de obicei, impuse
la cativa ani dupa ce au avut loc incalcarile re-
glementarilor, cel mai sanctionat sector in 2024
a fost cel bancar din care s-au incasat amenzi
de peste 4,5 miliarde de dolari la nivel global. [8]

Un alt instrument extrem de important in
protecsia intereselor institutiei financiare in fata
fenomenelor AML si CFT este reprezentat de ra-
portul de activitate suspecta (SAR - suspicious
activitz report) sau Raportul de tranzactie sus-
pecta (STR - Suspicious Transaction Report). SAR
este un document depus de o institutie financi-
ara (IF) sau alta entitate obligata pentru a rapor-
ta activitati ilegale sau suspecte autoritatilor de
reglementare. Acest lucru se face pentru a spri-
jini eforturile globale de detectare si prevenire
a infractiunilor financiare, cum ar fi spalarea de
bani, finantarea terorismului si frauda.

Depunerea SAR-urilor este o obligatie le-
gala pentru multe IF-uri. Obligatiile specifice de
depunere, cum ar fi ce declanseaza un SAR, cat
de repede trebuie sa fie depus si consecintele
nerespectrii, variaza de la o tara la alta. in
functie de reglementarile locale, institutiile fi-
nanciare trebuie uneori sa depuna si alte ra-
poarte, pe langa SAR-uri, cum ar fi rapoartele
de tranzactii in numerar (CTR), care documen-
teaza tranzactiile in numerar care depasesc un
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which also form the basis for defining the insti-
tution’s risk appetite.

Throughout 2024, financial regulatory
authorities worldwide continued to demon-
strate their intention to combat non-compli-
ance with anti-money laundering (AML) and
counter-terrorism financing (CFT) regulations.
Several sectors were subjected to significant
regulatory actions last year. Although AML fines
are typically imposed several years after viola-
tions occur, the banking sector was the most
penalized in 2024, with over $4.5 billion in fines
collected globally. [8]

Another extremely important tool in
protecting the interests of financial institu-
tions against AML and CFT phenomena is the
Suspicious Activity Report (SAR) or Suspicious
Transaction Report (STR). A SAR is a document
submitted by a financial institution (FI) or an-
other obligated entity to report illegal or sus-
picious activities to regulatory authorities. This
is done to support global efforts to detect and
prevent financial crimes, such as money laun-
dering, terrorism financing, and fraud.

The submission of SARs (Suspicious Ac-
tivity Reports) is a legal obligation for many fi-
nancial institutions (FIs). Specific reporting re-
quirements, such as what triggers a SAR, how
quickly it must be submitted, and the conse-
quences for non-compliance, vary from coun-
try to country. Depending on local regulations,
financial institutions are sometimes required to
submit other reports in addition to SARs, such
as Cash Transaction Reports (CTRs), which
document cash transactions exceeding a cer-
tain monetary threshold. [9]

Failure to submit SARs/STRs within the
timeframe specified by the national regula-
tions of a given country can result in legal con-
sequences for the individuals responsible for
this operation. The most recent example is the
fine imposed by the Swiss Ministry of Finance
on Lara Warner, former head of the compli-
ance department at Credit Suisse, with a fine of
100,000 Swiss francs (114,000 USD), according
to an order by the Swiss government. [10]

The bank’s executives failed to notify the
Swiss anti-money laundering authorities about
a suspicious transaction from 2016, amounting
to 7.9 million francs, handled by Credit Suisse
and involving the Ministry of Finance of Mo-
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anumit prag monetar.[9]

Consecintele nedepunerii SAR/STR in
termenii prevazuti de reglementarile nationale
ale unui stat atrage consecinte legale pentru
persoanele reponsabile de aceasta operatiune.
Cel mai recent exemplu este cel de amendare
de catre Ministerul Finantelor Elvetian pe Lara
Warner, fosta sefa a departamentului de con-
formitate al bancii Credit Suisse, cu 100.000
de franci elvetieni (114.000 de dolari), conform
unui ordin al guvernului elvetian. [10]

Executivul banciinuanotificatautoritatile
elvetiene de combatere a spalarii banilor des-
pre o tranzactie suspecta din 2016, in valoare
de 7,9 milioane de franci, gestionata de Credit
Suisse si care implica ministerul de finante din
Mozambic. [11]

Tot la capitolul sanctiuni pecuniare pentru
institutii financiare in materie de nerespectare
a obligatiuilor conexe prevenirii spalarii banilor
si finantarii terorismului, mentionam ca cea mai
mare amenda a anului - 3.09 miliarde de dolari - a
fost aplicata TD Bank in octombrie, in urma unei
investigatii efectuate de mai multe agentii privind
esecul acesteia de a preveni spalarea banilor la
filiala sa din SUA. Pedeapsa unica a reprezentat
aproape 69% din totalul global pentru 2024.

In acelasi timp JPMorgan Chase & Co.
a platit a doua cea mai mare amenda la 348.2
milioane de dolari pentru ca nu a monitorizat
activitatile clientilor si de tranzactionare inter-
na. Incilcarea a durat aproape un deceniu, din
2014 pana in 2023, si a fost anuntata in martie
2024. [12]

Tot in 2024 Autoritatea Suedeza de Su-
praveghere Financiara (FI) a amendat Klarna
cu aproximativ 45 de milioane de dolari pentru
deficiente AML in evaluarile de risc si procedu-
rile de CDD - cea mai mare amenda AML vre-
odata impusa de catre acest regulator. Lectia
invatata a fost ca evaluarile de risc AML ale
Klarna au ignorat vulnerabilitati cheie, cum ar
fi clientii de risc inalt si tranzactiile complexe,
cu procese de integrare inconsistente si revi-
zuiri insuficiente ale clientilor. Monitorizarea
tranzactiilor se baza prea mult pe automatizare,
fara verificari manuale pentru a detecta com-
portamente neobisnuite. Acest lucru subliniaza
necesitatea de a adapta cadrul AML la riscuri-
le unice ale profilurilor clientilor, tiparelor de
tranzactionare si ofertelor de produse. [13]
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zambique. [11]

Regarding financial penalties for institu-
tions failing to comply with anti-money laun-
dering (AML) and counter-financing of terror-
ism (CFT) obligations, it is noteworthy that the
largest fine of the year - 3.09 billion dollars -
was imposed on TD Bank in October, follow-
ing an investigation by several agencies into its
failure to prevent money laundering at its U.S.
branch. This singular penalty accounted for
nearly 69% of the total global fines for 2024.

At the same time, JPMorgan Chase &
Co. paid the second-largest fine at 348.2 mil-
lion dollars for failing to monitor client activi-
ties and internal trading. The violation lasted
nearly a decade, from 2014 to 2023, and was an-
nounced in March 2024. [12]

Additionally, in 2024, the Swedish Fi-
nancial Supervisory Authority (FI) fined Klarna
approximately 45 million dollars for AML de-
ficiencies in risk assessments and Customer
Due Diligence (CDD) procedures - the largest
AML fine ever imposed by this regulator. The
lesson learned was that Klarna’s AML risk as-
sessments overlooked key vulnerabilities, such
as high-risk clients and complex transactions,
with inconsistent onboarding processes and in-
sufficient client reviews. Transaction monitor-
ing relied too heavily on automation, without
manual checks to detect unusual behavior. This
highlights the need to adapt the AML frame-
work to the unique risks of client profiles, trad-
ing patterns, and product offerings. [13]

4. CONCLUSIONS

What can be concluded here regarding
the protection of financial service and product
consumers is that technological advancement
is also a trap. We cannot solely rely on auto-
mated processes to judge the risk profile of a
client in a financial institution, as these pro-
cesses exclude human intervention. Therefore,
the Klarna case, which is not the only one of its
kind, proves that human analysis intervention is
absolutely necessary to avoid negative reputa-
tional and financial consequences for financial
institutions.

In addition, in conclusion, we can add the
following key points regarding the impact of
AML /CFT activities on the rights of consumers
of financial products and services:
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4. CONCLUZII

Ce putem concluziona de aici in raport cu
protectia consumatorului de servicii si produ-
se financiare este ca evolutia tehnologica este
totodata si o capcana, or, nu ne puutem baza
judecata vis /a/vis de profilul de risc al unui sau
altui client al institutiei financiare exclusiv pe
rezultatele proceselor automatizate care ex-
clud interventia umana. Respectiv, cazul Klar-
na, care de fapt nu este unicul in acest sens, ne
dovedeste ca interventia analizei umane este un
lucru absolut necesar tocmai pentru a exclude
consecinte negative reputationale si financiare
pentru institutiile financiare.

Suplimentar, in concluzie, mentionam ca
impactul activitatii AML/CFT asupra drepturilor
consumatorului de servicii si produse financiare
este concretizat in mai multe elemente si anume:

Prevenirea Criminalitatii Financiare:
Masurile AML si CTF previn activitatile ilegale
precum spalarea banilor, finantarea terorismu-
lui si frauda, protejand sistemele financiare si
utilizatorii de implicarea in crime financiare.

Protejarea impotriva Fraudei: Reglemen-
tarile AML/CFT in general si procedurile KYC
in mod special si direct, solicita institutiilor fi-
nanciare sa verifice identitatea clientilor lor.
Acest lucru reduce riscul furtului de identitate,
tranzactiilor frauduloase si altor forme de fra-
uda financiara care ar putea afecta persoanele
care folosesc serviciile financiare.

Promovarea Stabilitatii Financiare: Con-
formitatea cu reglementarile AML/CTF ajuta la
mentinerea integritatii sistemelor financiare prin
prevenirea ca actorii rau intentionati sa foloseas-

mele financiare sunt stabile si sigure, persoanele
sunt mai increzatoare in utilizarea lor, stiind ca
resursele lor financiare sunt la adapost sigur.

Protejarea Drepturilor: Desi KYC implica
colectarea de informatii personale, aceasta se
face intr-un cadru reglementat pentru a asigu-
ra ca datele sunt gestionate in siguranta si fo-
losite doar in scopul conformitatii. Acest lucru
ajuta la protejarea datelor personale, asigurand
totodata ca sistemele financiare sunt libere de
activitati ilegale, ceea ce este extrem de impor-
tant anume pentru protectia drepturilor consu-
matorilor respectivi.

Protejarea Intereselor Consumatorilor:
Asa cum am mentionat in debutul prezentului
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Prevention of Financial Crime: AML and
CFT measures play a significant role in prevent-
ing illegal activities such as money laundering,
terrorist financing, and fraud. These measures
protect financial systems and, implicitly, con-
sumers from involvement in financial crimes,
ensuring their safety when using financial
products and services.

Protection Against Fraud: AML/CFT reg-
ulations, and especially Know Your Customer
(KYC) procedures, require financial institutions
to verify the identities of their clients. This veri-
fication not only prevents money laundering but
also significantly reduces the risks associated
with identity theft, fraudulent transactions, and
other forms of financial fraud. Thus, consum-
ers are directly protected against activities that
could compromise their financial security.

Maintaining Consumer Trust in the Fi-
nancial System: By implementing and adhering
to AML/CFT regulations, financial institutions
help strengthen public trust in the integrity of
the financial system. Ensuring a safe and trans-
parent environment for financial transactions
is essential for protecting consumers’ interests.

While these measures are necessary for
combating financial crime, they must be imple-
mented carefully so as not to negatively impact
bona fide consumers, especially through ex-
cessive or bureaucratic procedures that could
create unnecessary obstacles in their access to
financial services.

Promoting Financial Stability: Compli-
ance with AML/CFT regulations helps maintain
the integrity of financial systems by preventing
malicious actors from using the system for ille-
gal activities. When financial systems are stable
and secure, individuals are more confident in
using them, knowing that their financial re-
sources are safely protected.

Protecting Rights: While KYC involves
collecting personal information, it is done
within a regulated framework to ensure that
the data is managed securely and used solely
for compliance purposes. This helps protect
personal data, while also ensuring that financial
systems are free from illegal activities, which is
crucial for safeguarding the rights of the con-
sumers involved.

Protecting Consumer Interests: As men-
tioned at the beginning of this article, AML ac-
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articol, activitatile AML, o parte dine le fiind
descrise mai sus de noi, pot identifica, de ase-
menea, clienti sau tranzactii potential riscante
inainte ca acestea sa cauzeze daune. Aceasta
abordare proactiva ajuta la reducerea sanselor
ca consumatorii sa fie implicati fara voia lor in
activitati ilegale, cum ar fi participarea la sche-
me de spalare a banilor.

In rezumat, activitatile profesionale AML
ajuta la asigurarea unui mediu financiar sigur,
de incredere si stabil, care beneficiaza consu-
matorii prin protejarea acestora de crime fi-
nanciare si crescandu-le increderea in utiliza-
rea serviciilor financiare in care persoanele pot
avea incredere ca activitatile lor financiare nu
sunt exploatate de elemente criminale.

Articol elaborat in cadrul proiectului Se-
curitatea Nationald a Republicii Moldova in con-
textul aderdrii la UE: aborddri juridice, politolo-
gice si sociologice. (Code: 01.05.01)

tivities—some of which have been described
above—can also identify potentially risky clients
or transactions before they cause harm. This
proactive approach helps reduce the chances
of consumers being unknowingly involved in il-
legal activities, such as participation in money
laundering schemes.

In summary, AML professional activities
help ensure a safe, trustworthy, and stable fi-
nancial environment that benefits consumers
by protecting them from financial crimes and
increasing their confidence in using financial
services. This enables individuals to trust that
their financial activities are not being exploited
by criminal elements.

Article developed within the project “Na-
tional Security of the Republic of Moldova in the
context of EU integration: legal, political, and so-
ciological approaches.” (Code: 01.05.01)
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