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Summary

The article contains descriptions by way of examples of the legal aspects of applying artificial intelligence
algorithms in the detection, investigation, and prevention of crimes. It notes the advanced experience in this field
of certain states and the impact on crime investigation processes. It is pointed out that some police structures use
artificial intelligence for predicting crime in specific localities or territories. The areas of application of artificial
intelligence in maintaining public order and combating crime are mentioned, as well as the legal and ethical as-
pects of applying artificial intelligence in the process of investigating or preventing crimes.
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Introduction. Artificial intelligence (Al) is the use of digital technology to create systems
capable of performing tasks typically requiring human intelligence [1]. This definition of Al is used
by the Council of Europe in the process of drafting and voting on European regulatory acts regard-
ing the application of Al in human activities, economic development, healthcare, transportation
development, natural disaster prevention, protection of fundamental human rights, etc. At the in-
ternational level, the European Union is among the first state organizations to impose regulations
on the application and use of artificial intelligence in people’s daily lives. As a result, discussions
about the utility of Al and the dangers to which humanity could be exposed have divided society
into two camps. There are those who support the most advanced implementation of these digital
technologies and those who believe that Al presents a dangerous future for humanity, based on its
potential to become a threat to security, ethics, and the autonomy of the human species. There are
concerns about the possibility of Al being misused in a way that could endanger lives or human
rights. There is also a fear that Al could surpass its capacity for control and become too powerful
or unpredictable to be kept in check [2].

It is argued that the human species currently dominates other species because the human
brain has some distinctive capabilities that other animals do not possess. If Al surpasses humanity
in general intelligence and becomes “superintelligent,” then it could become difficult or impossi-
ble to control by humans. Just as the fate of some animals depends on human goodwill, so too the
fate of humanity could depend on the actions of a future superintelligent machine [3]. In the con-
text of the regulations imposed by the European Union regarding the use of Al, it is worth noting
that four levels of risk have been identified regarding the use of Al: a minimal or non-existent risk
level (e.g., video games, spam filters - areas that will largely not be regulated), a limited risk level
(e.g., chatbots — Al systems that pose only limited risks will be subject to very few transparency
obligations, such as disclosing that their content was generated by Al, so that users can make in-
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formed decisions about further use), a high-risk level (e.g., granting bank loans, managing public
transportation, evaluating individuals’ performance in various assessments and exams - a wide
range of high-risk Al systems will be authorized, albeit subject to a set of requirements and ob-
ligations to access the EU market), and an unacceptable risk level (e.g., behavioral-cognitive ma-
nipulation, predictive policing activities, emotion recognition in the workplace and educational
institutions, as well as social behavior assessment). Remote biometric identification systems, such
as facial recognition, will also be prohibited, with some limited exceptions [4]. We observe that
from the very beginning, the European legislator limits the possibilities of applying Al in certain
areas of police activity.

Discussions and results obtained. Regardless of the concerns and risks discussed in so-
ciety, victims of crimes or offenses, investigative officers, and prosecutors always wish to use ad-
vanced scientific tools that lead quickly to the identification of criminals and their whereabouts.
In this sense, the emergence and development of artificial intelligence as a useful tool in various
social fields have created a very useful premise and opportunity to be applied in the discovery,
investigation, and prevention of crimes. Artificial intelligence is traditionally understood as com-
plex computer programs capable not only of acting according to a predetermined algorithm but
also of implementing creative functions inherent to humans, such as forecasting, risk assessment,
working with incomplete data, etc. In certain spheres of human activity, some artificial intelli-
gence systems are already actively used or beginning to be implemented, for example, in banking,
military technologies, advertising, insurance business, medicine, agriculture, etc.

Forensics has always been very receptive to potentially useful technologies for the discov-
ery and investigation of crimes; for this reason, we are very interested in analyzing the perspec-
tives of using artificial intelligence. The renowned artificial intelligence researcher ]. Copeland
[5, p-7, 8, 15] proposes two approaches to understanding it: bottom-up and top-down. In the
first approach, it is about the applied modeling of individual components (processes) of human
thinking to solve specific and highly specialized tasks. This approach to understanding artificial
intelligence is already actively used in the development and implementation of expert systems,
automated databases, etc., in the field of crime detection and investigation. From the perspective
of the bottom-up approach to understanding artificial intelligence, the latter involves full-fledged
behavior or thinking, namely the complex evaluation of received messages and making balanced
decisions based on them in conditions of incomplete and fragmented information.

Analyzing multiple bibliographic sources regarding the application of Al in crime research
and law enforcement activities [6; 7], we believe that Al is applied for:

1. Data analysis: Artificial intelligence is used for data analysis and identifying patterns in
the information collected during investigations. This can help identify trends and connections
between different cases.

2. Facial recognition: Al-based facial recognition systems are used to identify suspects or
missing persons in images or video recordings.

3. Analysis of digital fingerprints, firearm traces, and other types of traces: Artificial intelli-
gence can be used for comparing and identifying digital fingerprints, traces on tubes, and bullets
in local forensic databases and the framework of forensic information exchange.

4. Creation of information and investigation systems: Police in several states use advanced
computer systems to manage and analyze information related to crimes and suspects. These sys-
tems can provide support in decision-making and directing investigations.

5. Crime prevention (predictability): By analyzing data and patterns, artificial intelligence
can help police anticipate and prevent crimes in certain areas or contexts.

Among the first countries where artificial intelligence has started to be applied in ensuring
public security and combating crime, we could exemplify the Netherlands, the USA, the United
Kingdom, and others. For example, the Dutch national police have adopted neural networks to as-
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sistin case investigations. The system drastically reduces the time spent managing cases. A special
automatic algorithm examines case files, helps classify them, and prepares them for investigation.
Artificial intelligence reviews documents, analyzes them, examines evidence, and determines the
likely level of case complexity. Therefore, neural networks [8] are not able to solve a criminal
case on their own, but they do a lot of routine work. According to law enforcement agencies, Al
prepares cases in a matter of days, while it may take a police officer several weeks. For example,
neural networks are connected to the national DNA database and can therefore uncover common
details in seemingly different cases and find missing evidence. As an experiment, artificial intel-
ligence has examined over 1,500 criminal cases across 30 million printed pages. “This type of
system does more than just mechanical work; it can see the connection between certain events”,
emphasizes police officer Roel Wolfert [9] about the utility of neural networks.

In the practice of crime discovery and investigation, automated information search systems
are actively used to obtain information on possible investigative directions: the “Block” [10] sys-
tem, which provides forensic information support for investigating economic crimes; the “Mani-
ac” system, which provides information in the investigation of serial crimes [11, p. 423-430]; the
[2 analysis system, which helps establish the contact links of criminals and their interaction with
various individuals and institutions [12]; the “Mirror” geographic information system, which op-
erates with spatial data (factual and statistical), and many others [13].

Such digital systems contribute to improving management efficiency by automating activ-
ities and the functioning of law enforcement agencies, allowing for a significant reduction in the
time costs for decision-making in a specific legal situation, providing enhanced quality and a clear-
er rationale for the decision made. This becomes possible because any intelligent system is largely
the result of the accumulation of all available knowledge in a particular field. In digital systems,
human intelligence is used in a concentrated form to solve standard situations in various fields
of knowledge, and in these cases, the recommendations issued by the machine are advisory in
nature, the decision belonging to the person responsible for the case, although these decisions
represent a new, superior level of quality [14].

If we go back in history, digital fingerprints have become a tool for proving guilt or inno-
cence, as well as a means of evidence and identification of individuals in the 19th century [15].
Forensic science did not start with digital fingerprints, but it was the method that captured peo-
ple’s imagination more than any other innovation. Currently, digital fingerprint databases are a
norm, but even this is becoming outdated, with the forefront being occupied by genetic profiling,
which provides investigative and judicial authorities with more precise methods of personal iden-
tification. DNA technology was discovered in 1984 by British geneticist Alec Jeffreys [16]. Anal-
ogous to unique digital fingerprints, each person has their own “genetic passport”. A reference
sample is taken from the person under investigation and compared to the one found at the crime
scene. The trace left by a perpetrator is not limited to just a digital fingerprint - a sample can be
obtained from blood, saliva, semen, or other suitable liquids or tissues from personal items, such
as a toothbrush or a razor, objects touched by the person with hands or lips...). The methodology
has already become fully applicable among forensic experts. It is more scientific, meaning more
reliable and precise. Within the DNA profile, experts analyze the number of repetitive elements in
a selected section of the genome. The accuracy of identification depends on the number of genom-
ic regions analyzed: the more regions, the more precise the results [14]. The polygraph is another
technique that “struggles to prove its effectiveness”. The latest advancements in polygraph tech-
nology include the use of more advanced sensors and data analysis algorithms to improve the
accuracy and reliability of polygraph tests. Progress has also been made in developing “non-inva-
sive” technologies that can detect signs of deception without the need for physical sensors on the
subject’s body. Another significant advancement in polygraph technology is the integration with
other technologies. Currently, the results of polygraph activity depend primarily on the expertise
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of the examiner conducting the test and the accuracy of the questions asked. The technology itself
is partially recognized in some states, not recognized at all in others, and a number of states admit
polygraph test results as evidence in legal proceedings. Working with the polygraph will soon
undergo fundamental changes. Psychophysiological research through simultaneous detection of
changes in breathing, cardiovascular activity, skin resistance, and other physiological parameters
will be complemented by the analysis of brain response using electroencephalography (EEG) and
magnetic resonance imaging (MRI).

Currently, almost all new cars are equipped with “intelligence”: GPS navigation systems, video
recording systems, Bluetooth, which allow the driver and passengers to connect their smartphones
to the car, etc. The data that users transmit and receive while in the car can be recorded. There is
also an internal “computer” responsible for regulating and maintaining temperature and air con-
ditioning, lighting, wipers, cruise control, and more. All of this metadata can be used in forensics.
The car will be able to tell us when and where the doors were opened, the trunk, whether seat belts
were fastened, if there was an emergency braking or acceleration. All of these can represent valua-
ble forensic information. Officers can use them when investigating traffic accidents, car thefts, the
use of vehicles in the commission of crimes, etc. The car can “tell” where and when it traveled, what
messages passengers sent and when they called, what websites they visited [17. p. 491].

The most advanced method of using Al in forensic work is predictive analysis. It is believed
that a police system is more useful and achieves remarkable success when it prevents crimes,
rather than just detecting and investigating them. There is great enthusiasm for using Al in the
field of criminal investigation and crime prevention. This enthusiasm is linked to a strong belief
that experimenting with new technologies can enhance security as well as improve government
efficiency. It is believed that new digital systems lead to rational, scientific, and value-neutral ways
of generating knowledge and expertise in the field of criminal justice. Artificial intelligence in this
field, therefore, occupies a central position not only in policy documents but can also be observed
in numerous examples from practice. The Dutch police are at the forefront of predictive policing
practices, at least in Europe, being the first to deploy an Al-based predictive policing system at a
national level, and continue to establish an increasing number of predictive policing projects [18].

Artificial Intelligence (Al) plays an increasingly important role in predicting crime, provid-
ing tools and technologies that can help authorities anticipate and prevent crimes. Here are a few
ways in which Al can be used in this regard:

1. Data Analysis: Al can analyze massive amounts of data, including historical crime data,
patterns of criminal behavior, modus operandi, locations where crimes are likely to occur, risk
factors, and other relevant information. By using machine learning algorithms, Al can identify
patterns and trends associated with criminal activities. Data analysis is a crucial aspect of using Al
in crime prediction. Machine learning algorithms enable Al to identify complex correlations and
relationships between different variables in the analyzed datasets. For example, Al may discover
that certain types of crimes are more likely to be committed in a specific geographic area, during
certain time periods, or under certain socio-economic conditions. Additionally, Al can identify
risk factors that may contribute to increased criminal activity, such as poverty, lack of education,
or high unemployment rates. Through data analysis, Al can generate predictive models that can
be used to anticipate future criminal behaviors. These models can guide authorities in preventing
crimes or allocating resources efficiently where there is the highest potential for crime occur-
rence. It is important to note that data analysis conducted by Al is not perfect and there is a risk
of generating false or incorrect results, depending on the quality of input data or algorithms used.
Therefore, it is crucial that the use of Al in crime prediction be properly supervised and regulated
to ensure its accuracy and ethical use.

Therefore, it is crucial that the use of Al in crime prediction be properly supervised and
regulated to ensure transparency, ethics, and respect for fundamental human rights. The technol-
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ogy company PredPol - short for Predictive Policing - claims that its data analysis algorithms can
improve crime detection by 10-50% in some cities. It requires years of historical data, including
the type, location, and timing of crimes, and combines this with a wealth of other socio-economic
data, which is then analyzed by an algorithm initially designed to forecast aftershocks of earth-
quakes. The software attempts to predict where and when certain crimes will occur in the next
12 hours, and the algorithm is updated daily as new data emerges. “PredPol was inspired by ex-
periments conducted by the University of California in collaboration with the Los Angeles Police
Department”, says PredPol co-founder and anthropology professor Jeff Brantingham. This study
demonstrated that algorithm-based predictions could forecast twice as much crime and, when
used in the field, could prevent twice as many crimes as the best existing practices. The predic-
tions are displayed on a map using color-coded boxes, each representing a 500-square-foot area.
Red boxes are classified as “high-risk”, and officers are encouraged to spend at least 10% of their
time in these territories [19].

2. Early Warning Systems: Relying on data analysis, Al can develop early warning systems
that can identify areas or situations with an increased potential for crime. These systems can help
authorities take preventive measures to reduce the risk of crimes. By analyzing historical data and
identified risk factors, Al can identify patterns and trends that indicate an increased likelihood of
crimes occurring in a specific area or under certain conditions. This information can be used to de-
velop predictive models that provide early warnings to authorities about possible imminent crim-
inal incidents. Early warning systems based on artificial intelligence can be extremely valuable for
authorities, allowing them to allocate resources efficiently and intervene proactively to prevent
crimes. For example, if a predictive model indicates a sudden increase in crimes in a particular
area, authorities can intensify police patrols or implement additional security measures to deter
criminal activities. It is important to emphasize that these early warning systems are not infallible,
and there is a risk of generating false alarms or misinterpreting data. Therefore, it is crucial for
authorities to use this information as a complementary tool in decision-making, rather than as the
sole source of information.

3. Facial and Pattern Recognition: Facial recognition and pattern recognition technolo-
gies can be integrated into surveillance systems to identify suspicious individuals or track their
movements. These technologies can be used to identify known criminals or prevent crimes. These
technologies use algorithms and machine learning models to analyze facial features or individual
patterns and compare them to an existing database or other relevant information. Through facial
recognition, surveillance cameras can identify and track individuals based on their unique facial
characteristics, such as face shape, eyes, nose, or mouth. This technology can be used to identify
suspicious individuals or monitor their presence in a specific location. As for pattern recogni-
tion, it refers to the ability of systems to identify and track individual patterns, such as specific
movements or behaviors of a person. These patterns can be used to detect suspicious activities or
monitor a person’s behavior in a particular context. Integrating these technologies into surveil-
lance systems can be useful for authorities in monitoring and preventing crimes, but it also raises
certain issues related to privacy, security, and personal data protection. It is important that the
use of these technologies be regulated and comply with ethical and legal standards to ensure the
protection of rights and to prevent abuses or their inappropriate use.

The Chinese government extensively uses facial recognition in its surveillance systems to
monitor and identify individuals in public spaces [20]. Additionally, Chinese companies such as
Alibaba and Huawei develop and implement facial recognition technologies for various applica-
tions, such as mobile payments and cybersecurity. In the US, government agencies like the Depart-
ment of Homeland Security and the Department of Justice use facial recognition technologies to
identify criminals and ensure national security. Furthermore, companies like Amazon provide fa-
cial recognition services to private sector clients [21]. The Russian government utilizes facial rec-
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ognition technologies in its security and surveillance systems. Russian companies like NtechLab
also develop facial recognition solutions for various industries, such as retail and security [22].

European Union: In the European Union, there are concerns regarding the protection of
personal data concerning the use of facial recognition technologies. However, Germany uses these
technologies in their security and surveillance systems.

Behavioral Analysis: Al can be used to analyze individuals’ behavior and identify behavior
patterns that may be associated with criminal activities. Behavioral analysis is a branch of artifi-
cial intelligence that focuses on studying and interpreting individuals’ behavior to identify specific
patterns or trends. This technology uses advanced machine learning algorithms to analyze data
related to a person’s behavior, such as movements, gestures, speech, or other actions, and to iden-
tify signals or cues that may indicate certain types of behavior, including criminal activities. By
using Al-based behavioral analysis, systems can learn to recognize and identify behavior patterns
associated with criminal activities, such as theft, aggression, or other crimes. These patterns may
include changes in a person’s movements, reactions to certain stimuli, or other unusual or suspi-
cious behaviors. For example, a surveillance system equipped with behavioral analysis technolo-
gies could automatically detect aggressive behavior or shoplifting based on a person’s movements
or gestures and could alert security personnel or relevant authorities to intervene. The use of
behavioral analysis to identify criminal activities poses certain challenges and issues, such as per-
sonal data protection, confidentiality, and the potential for errors or discrimination. Therefore, it
is crucial for these technologies to be implemented and used in accordance with ethical and legal
standards to ensure respect for individual rights and prevent abuses.

Conclusions. The development of forensic techniques for the future will take place through
the use of Al. The directions of development will focus on advanced behavioral analysis: devel-
oping and improving behavioral analysis algorithms to more efficiently identify and interpret be-
havior patterns associated with criminal activities. This could include the use of facial recognition
technologies, natural language processing, voice tone analysis, and other techniques to detect sus-
picious or unusual behaviors, as well as the use of facial and object recognition technologies to
identify and track suspects and vehicles involved in crimes.

Law enforcement, through the use of Al, will develop intelligent monitoring and crime de-
tection systems that will analyze and interpret data in real-time to identify suspicious or illegal
activities. These systems could be implemented in public places such as airports, markets, and
shopping centers to prevent and quickly intervene in case of crimes.

Law enforcement agencies will increasingly use Al to analyze and interpret large volumes of
data to identify patterns and trends in criminal behavior. This could include developing machine
learning algorithms to create behavioral profiles of offenders and anticipate possible future crim-
inal actions.

The development of intelligent systems for collaboration and information exchange be-
tween law enforcement agencies and other organizations involved in crime prevention and com-
bat, which could facilitate the rapid and efficient exchange of relevant information and data to
identify and intervene in criminal activities in a more efficient and coordinated manner (in this
regard, INTERPOL, EUROPOL, and other interstate structures for combating transnational crime
operate effectively).
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