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Lucrarea analizeazd criminalistica digitald
ca directie integratd in criminalistica generalg,
adaptatd noilor realitdti tehnologice generate
de criminalitatea informaticd. Sunt evidentiate
particularitdtile urmelor electronice — natura ne-
materiald, instabilitatea, dependenta de mediul
tehnologic - si aspecte generale ale metodologiei
de lucru cu acestea: descoperireq, fixareaq, ridica-
rea si conservarea. Articolul propune o clasificare
riguroasd a fraudelor informatice si cibernetice,
evidentiind importanta cooperdrii internationale
si necesitatea formdrii specialistilor in crimina-
listica digitald, in contextul provocdrilor juridice
actuale.

Cuvinte-cheie: criminalisticd digitald, urme
electronice, fraudd informaticd, tehnologie, in-
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The paper analyzes digital forensics as an
integrated branch of general forensic science,
adapted to the new technological realities gen-
erated by cybercrime. It highlights the specific
characteristics of electronic traces—such as their
immaterial nature, volatility, and dependence
on the technological environment—as well as
general aspects of the methodology applied in
handling them: identification, documentation,
collection, and preservation. The article proposes
a rigorous classification of computer and cyber
frauds, emphasizing the importance of interna-
tional cooperation and the necessity of training
specialists in digital forensics, in the context of
current legal challenges.
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1. INTRODUCERE

1. INTRODUCTION.

Proliferarea tehnologiilor digitale a de-

terminat o transformare profunda a mediu-
lui in care se manifesta comportamentele
infractionale. In acest context, criminalistica
digitala s-a conturat ca o directie specializata a
stiintelor criminalistice, oferind un cadru meto-
dologic si tehnic indispensabil in descoperirea,
analizarea si valorificarea probelor de natura
electronica. Investigarea fraudelor comise prin
mijloace informatice presupune ,aplicarea unor
tehnici avansate de descoperire, conservare si
examinare a urmelor electronice, in vederea
stabilirii mecanismului infractional si stabilirii

persoanelor implicate”[8, p.4 ].

Formele moderne de frauda - de la ac-
cesul neautorizat la sisteme informatice si ma-
nipularea datelor electronice, pana la utilizarea
ilegala a instrumentelor de plata si a identitatilor
digitale - ridica provocari semnificative orga-
nelor de urmarire penala. Aceste fapte, caracte-
rizate prin mobilitate, disimulare si sofisticare
tehnologica, necesita o abordare criminalistica
adaptata realitatilor cibernetice. In acest sens,
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The proliferation of digital technolo-

gies has led to a profound transformation of
the environment in which criminal behaviors
manifest. In this context, digital forensics has
emerged as a specialized branch of forensic
sciences, providing an essential methodological
and technical framework for discovering, ana-
lyzing, and utilizing electronic evidence. The
investigation of fraud committed through digi-
tal means requires the “application of advanced
techniques for identifying, preserving, and ex-
amining electronic traces, with the purpose of
establishing the criminal mechanism and iden-
tifying the persons involved” [8, p.4].

Modern forms of fraud—ranging from un-

authorized access to information systems and
manipulation of electronic data to the illicit use
of payment instruments and digital identities—
pose significant challenges to law enforcement
authorities. These offenses, characterized by
mobility, concealment, and technological so-
phistication, necessitate a forensic approach
tailored to cyber realities. In this regard, digital
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criminalistica digitala faciliteaza obtinerea unui
material probator relevant, contribuind la re-
constituirea procesului infractional si la funda-
mentarea actiunilor procesual-penale.

Mai mult decat atat, evolutia continua a
mediului digital impune actualizarea constanta
a metodelor criminalistice, precum si dezvolta-
rea cooperarii interinstitutionale intre experti
in domeniul juridic, tehnologic si investigativ.
Eficacitatea reactiei penale impotriva fraude-
lor informatice depinde, astfel, de capacitatea
sistemului judiciar de a integra instrumentele
criminalisticii digitale intr-un cadru procedu-
ral riguros si adaptat cerintelor probatorii con-
temporane.

2. METODE SI MATERIALE APLICATE

Articolul stiintific se bazeaza preponde-
rent pe o metodologie calitativa, specifica cer-
cetarii teoretico-aplicative din domeniul crimi-
nalisticii. Autorul utilizeaza analiza conceptuala
si deductiva, integrand elemente de doctrina si
interpretare criminalistica, pentru a evidentia
particularitatile criminalisticii digitale si apli-
cabilitatea acesteia in investigarea fraudelor
informatice.

3. REZULTATE SI DISCUTII

In contextul contemporan, marcat
de o expansiune accelerata a fenomenelor
infractionale in mediul virtual, se impune o re-
considerare a modului in care criminalistica se
adapteaza noilor realitati tehnologice. In vi-
ziunea noastra, criminalistica digitala trebuie
privita nu ca un domeniu izolat, ci ca o directie
specializata, integrata organic in structura cri-
minalisticii generale.

In primul rand, criminalistica digita-
la reprezinta aplicarea adaptata a metodelor,
principiilor si tehnicilor criminalistice in sfera
datelor informatice, a urmelor electronice si
a dispozitivelor digitale implicate in activitati
infractionale. Aceasta subramura se axeaza pe
analiza si valorificarea elementelor probatorii in
format digital, fara a contraveni paradigmelor
deja consacrate ale criminalisticii.

Tot in aceasta ordine de idei, consideram
ca delimitarea criminalisticii digitale ca dome-
niu separat ar putea genera un dezechilibru
metodologic si o ruptura artificiala intre inves-
tigarea clasica si cea digitala. in fond, obiectivul
criminalisticii ramane acelasi - identificarea, fi-
Xarea, conservarea, examinarea si interpretarea

forensics facilitates the collection of relevant
evidence, contributing to the reconstruction
of criminal activities and the substantiation of
procedural and judicial actions.

Moreover, the continuous evolution of
the digital environment requires the constant
updating of forensic methods, as well as the
development of interinstitutional cooperation
between experts in legal, technological, and
investigative fields. The effectiveness of the
criminal justice response to cyber frauds thus
depends on the judiciary’s ability to integrate
digital forensic tools within a rigorous proce-
dural framework, adapted to contemporary
evidentiary requirements.

2. APPLIED METHODS AND MATERIALS

The scientific article is predominantly
based on a qualitative methodology, specific
to the theoretical and applied research in the
field of criminalistics. The author employs con-
ceptual and deductive analysis, integrating ele-
ments of doctrine and criminalistic interpreta-
tion, in order to highlight the particularities of
digital criminalistics and its applicability in the
investigation of cyber frauds.

3. RESULTS AND DISCUSSIONS

In the contemporary context, marked
by an accelerated expansion of criminal phe-
nomena in the virtual environment, there is a
pressing need to reconsider the way criminal-
istics adapts to new technological realities. In
our view, digital criminalistics should not be
seen as an isolated field, but rather as a special-
ized direction, organically integrated within the
structure of general criminalistics.

First and foremost, digital criminalistics
represents the adapted application of crimi-
nalistic methods, principles, and techniques in
the realm of computer data, electronic traces,
and digital devices involved in criminal activi-
ties. This subfield focuses on the analysis and
exploitation of digital evidence, without con-
travening the already established paradigms of
criminalistics.

In this regard, we believe that delimiting
digital criminalistics as a separate field could
generate a methodological imbalance and an
artificial divide between classical and digital
investigations. Ultimately, the goal of criminal-
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urmelor relevante pentru descoperirea adeva-
rului in procesul penal, indiferent de suportul
acestora.

Mai mult, criminalistica digitala nu se
constituie intr-un sistem stiintific de sine sta-
tator, ci intr-un ansamblu de procedee si me-
tode adaptate specificului tehnologic. Astfel,
competentele sale se dezvolta intr-un cadru
interdisciplinar, dar se subsumeaza, in mod fi-
resc, criminalisticii generale. Existenta unor in-
strumente tehnice si metodologii distincte nu
poate justifica, in opinia noastra, o autonomi-
zare conceptuald, ci doar recunoasterea unui
specific profesional care se exprima in cadrul
aceluiasi sistem investigativ.

Totodata, trebuie subliniat ca metode-
le utilizate in criminalistica digitala nu sunt
in totalitate noi, ci adesea reprezinta exten-
sii sau adaptari ale celor clasice - precum fi-
xarea urmelor, documentarea probelor ori
reconstructia activitatilor infractionale - trans-
puse in registrul digital. Astfel, se mentine con-
tinuitatea epistemologica a disciplinei, chiar
daca se diversifica instrumentarul tehnic.

Prin urmare, din perspectiva noastra,
criminalistica digitala se afirma ca o ramura
aplicativa a criminalisticii, al carei specific este
determinat de suportul probatoriu si mediul
de manifestare a infractiunii, nu de o autono-
mie stiintifica absoluta. Aceasta abordare uni-
tara este esentiala pentru asigurarea coerentei
actului de investigare si pentru consolidarea
eficientei procesului penal intr-o societate tot
mai digitalizata.

In evolutia actuald a criminalitatii, probe-
le digitale au devenit tot mai frecvent utilizate
in cadrul investigatiilor penale, in special in ca-
uzele care implica infractiuni comise prin inter-
mediul tehnologiei informatiei -~ precum frauda
informatica [11, p.116-117], accesul ilegal la sis-
teme informatice, compromiterea datelor sau
spalarea banilor prin retele virtuale. In opinia
noastra, cunoasterea caracteristicilor specifice
ale acestui tip de probe este esentiala pentru a
le putea utiliza corect in procesul penal, atat din
punct de vedere criminalistic, cat si procedural.

In primul radnd, una dintre trasiturile
principale ale probelor electronice este forma
lor nemateriala. Acestea nu sunt probe fizice,
cum ar fi obiectele sau urmele vizibile, ci sunt
reprezentate prin informatii electronice stoca-
te sau transmise prin intermediul unor dispo-
zitive informatice. Astfel, ele nu pot fi perce-

istics remains the same—identifying, securing,
preserving, examining, and interpreting rel-
evant traces to uncover the truth in criminal
proceedings, regardless of their medium.

Moreover, digital criminalistics does not
constitute an independent scientific system but
rather a set of procedures and methods adapt-
ed to the technological specifics. Thus, its com-
petencies develop within an interdisciplinary
framework but naturally fall under the broader
scope of general criminalistics. The existence of
distinct technical tools and methodologies can-
not justify, in our opinion, a conceptual autono-
my, but rather the recognition of a professional
specificity expressed within the same investi-
gative system.

At the same time, it must be emphasized
that the methods used in digital criminalistics
are not entirely new but often represent exten-
sions or adaptations of classical techniques—
such as trace securing, evidence documenta-
tion, or crime reconstruction—applied in the
digital realm. As such, the epistemological con-
tinuity of the discipline is maintained, even as
the technical toolkit diversifies.

Therefore, from our perspective, digital
criminalistics asserts itself as an applied branch
of criminalistics, whose specificity is deter-
mined by the evidentiary medium and the en-
vironment in which the crime manifests, rather
than by absolute scientific autonomy. This uni-
fied approach is crucial for ensuring the coher-
ence of the investigative process and enhancing
the effectiveness of criminal proceedings in an
increasingly digitized society.

In the current evolution of criminality,
digital evidence has become increasingly preva-
lent in criminal investigations, especially in cas-
es involving crimes committed through infor-
mation technology—such as cyber fraud, illegal
access to computer systems, data compromise,
or money laundering via virtual networks. In
our opinion, understanding the specific char-
acteristics of this type of evidence is essential
for its correct use in criminal proceedings, both
from a criminalistic and procedural standpoint.

First and foremost, one of the main char-
acteristics of electronic evidence is its immate-
rial form. These are not physical evidence, like
objects or visible traces, but are represented
by electronic information stored or transmit-
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pute direct cu simturile, ci trebuie identificate
si preluate cu ajutorul unor mijloace tehnice
specifice. In acest context, criminalistica digi-
tala furnizeaza metode concrete pentru iden-
tificarea, ridicarea si conservarea acestor urme
electronice, astfel incat acestea sa poata fi valo-
rificate ca mijloace de proba in procesul penal.

In acelasi context, trebuie evidentiata
fragilitatea si instabilitatea probelor digitale.
LAcestea pot fi modificate, sterse sau alterate
intr-un timp foarte scurt, fie intentionat, fie din
eroare tehnica. De aceea, este esential ca or-
ganele de urmarire penala sa intervina prompt,
folosind metode criminalistice de documenta-
re si conservare, cum ar fi realizarea copiilor
de siguranta (clonarea suporturilor digitale),
capturarea sesiunilor de utilizare sau genera-
rea fisierelor de integritate (hash-uri)’[3]. Fara
aceste masuri, se poate compromite valoarea
probatorie a informatiilor digitale.

O alta trasatura importanta este
dependenta probelor digitale de mediul tehno-
logic. Acestea nu pot fi analizate si interpretate
in afara contextului tehnic care le-a generat.
Prin urmare, ele trebuie extrase si prezentate
intr-o forma clara si inteligibila pentru a putea
fi folosite in procesul penal. Criminalistica con-
tribuie esential la aceasta etapa, prin metode
care permit transpunerea continutului digital
intr-un format probator relevant si verificabil.

In opinia noastra, trebuie acordati o
atentie deosebita si riscului de modificare sau
contrafacere a probelor electronice. Datorita
naturii tehnice a acestor informatii, ele pot fi
copiate sau alterate cu usurinta. Din acest mo-
tiv, este obligatoriu sa se respecte principiile
criminalistice referitoare la lantul de custodie
- adica documentarea completa a modului in
care proba a fost ridicata, pastrata, analizata si
prezentata in proces. Doar astfel se poate ga-
ranta ca proba digitala nu a fost modificata si ca
reflecta realitatea faptica.

Totodata, un aspect deosebit de impor-
tant este dificultatea de a stabili cu certitudine
sursa unei probe electronice. Spre deosebire de
probele clasice, care pot fi legate relativ direct
de o persoana (de exemplu, o amprenta digita-
la sau un obiect lasat la locul faptei), in cazul
probelor digitale este necesara o analiza detali-
ata pentru a demonstra legatura dintre un do-
cument electronic sau o activitate informatica
si autorul presupus al faptei. Aceasta atributie
se realizeaza prin corelarea urmelor digitale cu

ted through computer devices. Therefore, they
cannot be directly perceived by the senses and
must be identified and collected using specific
technical means. In this context, digital crimi-
nalistics provides concrete methods for iden-
tifying, retrieving, and preserving these elec-
tronic traces so that they can be utilized as
evidence in criminal proceedings.

In the same context, the fragility and in-
stability of digital evidence must be highlighted.
“These can be modified, deleted, or altered in a
very short time, either intentionally or due to
technical error. Therefore, it is essential that
criminal investigation authorities intervene
promptly, using criminalistic documentation
and preservation methods, such as creating
backup copies (cloning digital media), captur-
ing usage sessions, or generating integrity files
(hashes).” Without these measures, the eviden-
tiary value of digital information can be com-
promised.

Another important characteristic is the
dependence of digital evidence on the techno-
logical environment. These cannot be analyzed
and interpreted outside the technical context
that generated them. Therefore, they must be
extracted and presented in a clear and intelli-
gible form in order to be used in criminal pro-
ceedings. Criminalistics plays a crucial role in
this stage by providing methods that allow the
conversion of digital content into a relevant
and verifiable evidentiary format.

In our opinion, particular attention
should be given to the risk of modification or
counterfeiting of electronic evidence. Due to
the technical nature of this information, it can
be easily copied or altered. For this reason, it
is mandatory to respect the criminalistic prin-
ciples regarding the chain of custody—namely,
the complete documentation of how the evi-
dence was collected, preserved, analyzed, and
presented in court. Only in this way can it be
guaranteed that the digital evidence has not
been altered and that it reflects the factual re-
ality.

Moreover, an especially important as-
pect is the difficulty in establishing the source
of digital evidence with certainty. Unlike clas-
sic evidence, which can be directly linked to a
person (for example, a fingerprint or an object
left at the crime scene), digital evidence re-
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alte mijloace de proba - cum ar fi audierea, ra-
poartele de expertiza etc.

in aceastid ordine de idei, criminalisti-
ca are un rol central in valorificarea judiciara
a probelor digitale, deoarece doar prin aplica-
rea unor metode riguroase se poate asigura ca
acestea respecta cerintele legale de autentici-
tate, integritate, provenienta si relevanta pen-
tru cauza penala.

In contextul digitalizarii accelerate a
societatii, fraudele informatice si cibernetice
au cunoscut o diversificare semnificativa, de-
venind una dintre cele mai dinamice forme ale
criminalitatii moderne. In opinia noastra, pentru
a asigura o reactie penala eficienta si o investiga-
re criminalistica adecvata, este necesara o clasi-
ficare riguroasa a acestor infractiuni, in functie
de elementele structurale, modul de operare si
specificul mijloacelor tehnice utilizate.

In primul rind, consideram oportuna de-
limitarea terminologica intre frauda informati-
ca si frauda cibernetica, termeni care in prac-
tica sunt adesea utilizati interschimbabil, desi
reflectd nuante distincte. Frauda informatica
[5] presupune folosirea unui sistem informatic
ca instrument principal in comiterea faptei, in
timp ce frauda cibernetica [1, p.85-86] are o arie
mai extinsa, incluzand si atacurile asupra infra-
structurilor informatice sau asupra fluxurilor
de date din spatiul virtual.

In aceasta ordine de idei, o prima clasi-
ficare poate fi realizata in functie de obiectul
vizat:

* Fraude orientate asupra datelor - cum
ar fi furtul de identitate digitala, falsificarea da-
telor informatice, interceptarea neautorizata a
comunicatiilor sau manipularea bazelor de date.

* Fraude orientate asupra resurselor
tehnice - incluzand accesul ilegal la sisteme
informatice, utilizarea neautorizata a retelelor,
infectarea cu programe malitioase (malware,
spyware, ransomware).

e Fraude asupra tranzactiilor financi-
are - cele mai frecvente in practica judiciara,
precum compromiterea cardurilor bancare,
phishing-ul, clonarea datelor de autentificare si
deturnarea transferurilor electronice.

Totodata, in acelasi context, frauda ci-
bernetica poate fi clasificata in functie de mo-
dul de operare (modus operandi [2, p.74-78]),
ceea ce are o relevanta majora din punct de ve-
dere criminalistic, intrucat permite conturarea
profilului faptuitorului si stabilirea tipologiei

quires a detailed analysis to demonstrate the
connection between an electronic document or
computer activity and the alleged perpetrator.
This task is accomplished by correlating digital
traces with other forms of evidence—such as
testimony, expert reports, etc.

In this regard, criminalistics plays a cen-
tral role in the judicial use of digital evidence, as
only through the application of rigorous meth-
ods can it be ensured that this evidence meets
the legal requirements of authenticity, integrity,
provenance, and relevance to the criminal case.

In the context of the accelerated digiti-
zation of society, cyber and computer frauds
have seen significant diversification, becom-
ing one of the most dynamic forms of modern
criminality. In our opinion, to ensure an effec-
tive criminal response and proper criminalistic
investigation, a rigorous classification of these
offenses is necessary, based on structural ele-
ments, modus operandi, and the specific tech-
nical means employed.

First and foremost, we find it useful to
establish a terminological distinction between
computer fraud and cyber fraud, terms that are
often used interchangeably in practice, despite
reflecting distinct nuances. Computer fraud
involves the use of a computer system as the
primary tool in the commission of the offense,
while cyber fraud encompasses a broader
scope, including attacks on information infra-
structures or data flows in the virtual space.

In this context, an initial classification
can be made based on the targeted object:

* Frauds targeting data - such as digital
identity theft, falsification of computer data,
unauthorized interception of communications,
or manipulation of databases.

* Frauds targeting technical resources
- including illegal access to computer systems,
unauthorized use of networks, infection with
malicious software (malware, spyware, ran-
somware).

e Frauds involving financial transac-
tions - the most common in judicial practice,
such as compromising bank cards, phishing,
cloning authentication data, and diverting elec-
tronic transfers.

At the same time, in the same context,
cyber fraud can be classified based on the mo-
dus operandi (modus operandi), which is of ma-
jor relevance from a criminalistics standpoint,
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infractionale:

e Fraude cu caracter manipulatoriu -
unde faptuitorul obtine date confidentiale [9,
p-20] prin inselaciune, cum este cazul tehnicilor
de phishing sau inginerie sociala.

* Fraude de tip invaziv - prin compromi-
terea directa a sistemelor informatice (hacking,
exploatarea vulnerabilitatilor, accesul fara
drept).

* Fraude automate - realizate prin utili-
zarea de software specializat, cum ar fi robotii
de tranzactionare frauduloasa sau programele
de extragere automata a datelor.

e In opinia noastra, o alta clasificare re-
levanta este cea dupa nivelul de organizare al
activitatii infractionale:

e Fraude individuale sau oportuniste,
comise de persoane izolate, cu un nivel relativ
redus de pregatire tehnica.

* Fraude comise in cadrul gruparilor
infractionale organizate, caracterizate prin
distributia clara a rolurilor (programatori, ope-
ratori, spalatori de bani digitali etc.), utiliza-
rea unor instrumente criptate si desfasurarea
actiunilor in mai multe jurisdictii.

Aceasta diferentiere are implicatii directe
asupra complexitatii investigatiei criminalis-
tice, intrucat fraudele comise in mod organi-
zat presupun o metodologie investigativa mai
avansata, implicand cooperarea internationala,
analiza sistematica a urmelor digitale si utiliza-
rea expertizelor tehnico-informatice.

De asemenea, consideram utila si o cla-
sificare in functie de gradul de disimulare si
detectabilitate a faptei:

* Fraude evidente, usor de observat de
catre victime sau operatorii sistemelor infor-
matice.

e Fraude ascunse, disimulate prin teh-
nologii avansate, care necesita o descoperire
criminalistica atenta si utilizarea unor metode
specializate de detectie.

In esentd, clasificarea fraudelor infor-
matice si cibernetice nu este doar un demers
teoretic, ci are o valoare practica directa in
plan investigativ. Prin delimitarea categoriilor
de fapte, criminalistica poate contribui la con-
struirea unor strategii adecvate de cercetare
penala, la identificarea rapida a faptuitorilor si
la asigurarea unui probatoriu complet si legal.
Totodata, aceasta clasificare permite organelor
judiciare sa stabileasca proportionalitatea mij-
loacelor de investigatie, gradul de periculozi-

as it allows for the profiling of the perpetrator
and the establishment of an offense typology:

* Manipulative frauds - where the per-
petrator obtains confidential data through de-
ception, as is the case with phishing techniques
or social engineering.

e Invasive frauds - through the direct
compromise of computer systems (hacking, ex-
ploiting vulnerabilities, unauthorized access).

e Automated frauds - carried out
through specialized software, such as fraudu-
lent trading robots or automated data extrac-
tion programs.

In our opinion, another relevant classifi-
cation is based on the level of organization of
the criminal activity:

* Individual or opportunistic frauds,
committed by isolated persons with a relatively
low level of technical expertise.

e Frauds committed within organized
criminal groups, characterized by a clear dis-
tribution of roles (programmers, operators,
digital money launderers, etc.), the use of en-
crypted tools, and actions carried out across
multiple jurisdictions.

This differentiation has direct implica-
tions on the complexity of the criminalistic
investigation, as frauds committed in an orga-
nized manner require a more advanced investi-
gative methodology, involving international co-
operation, systematic analysis of digital traces,
and the use of technical-informatic expertise.

Furthermore, we find it useful to classify
based on the degree of concealment and de-
tectability of the act:

e Obvious frauds, easily observed by vic-
tims or system operators.

* Concealed frauds, disguised through
advanced technologies, requiring careful crimi-
nalistic discovery and the use of specialized de-
tection methods.

In essence, the classification of cyber
and computer frauds is not merely a theoreti-
cal exercise but has direct practical value in the
investigative process. By delineating categories
of offenses, criminalistics can contribute to the
construction of appropriate criminal investiga-
tion strategies, the rapid identification of per-
petrators, and the provision of complete and
legally valid evidence. Moreover, this classifica-
tion enables judicial authorities to determine
the proportionality of investigative means, the

247



Scientific Annals of the Academy "Stefan cel Mare” of MIA of the Republic of Moldova

CAnaLe Stiintifice ale Academiei ,Stefan cel Mare" a MAI al Republicii MoLdova)

tate sociala si particularitatile de interventie in
functie de natura si complexitatea infractiunii.

Clasificarea fraudelor informatice si ci-
bernetice trebuie sa devina un reper metodo-
logic obligatoriu in cadrul procesului de inves-
tigare criminalistica, constituind o baza solida
pentru reactia penala eficienta intr-o epoca
dominata de transformarile digitale.

Investigarea criminalistica a infractiunilor
informatice presupune aplicarea unui proces
metodologic riguros, structurat pe etape clar
delimitate, in vederea valorificarii eficiente a
urmelor digitale. In opinia noastra, fiecare eta-
pa a acestui proces are o importanta esentiala,
intrucat orice neglijenta sau eroare procedura-
la poate compromite integritatea probelor.

In acelasi context, este necesar ca
reprezentatii organului de urmarire penala sa
trateze urmele electronice cu aceeasi rigoare
ca pe cele clasice, adaptand insa metodele cri-
minalistice la specificul mediului digital.

Descoperirea urmelor electronice

In primul rand, etapa descoperirii presu-
pune stabilirea existentei si localizarii urmelor
digitale, care pot reprezenta date, fisiere, lo-
guri, coduri de acces, metadate sau activitati
inregistrate in sisteme informatice.

Spre deosebire de urmele clasice, cele di-
gitale sunt intangibile, disimulate sau distribuite
pe mai multe suporturi (hard disk, retele cloud,
telefoane inteligente etc.). De aceea, descoperi-
rea acestora presupune utilizarea unor metode
si tehnici specifice, cum ar fi:

e scanarea sistemelor informatice;

e analiza jurnalelor de sistem;

e verificarea istoricului comunicatiilor
sau a conturilor utilizate.

In opinia noastra, aceasta etapa implica
atat cunostinte criminalistice, cat si expertiza
tehnica, fiind deseori realizata in colaborare cu
specialisti IT.

Fixarea urmelor electronice

Odata descoperite, urmele digitale tre-
buie fixate cu acuratete, pentru a fi introduse in
circuitul probator. Fixarea consta in documen-
tarea exacta a modului in care a fost identificata
urma, a locatiei sale, a contextului in care a fost
gasita si a structurii tehnice a suportului.

In acest sens, criminalistica utilizeaza
procedee precum:

» fotografierea ecranului (screenshot-uri),

* redactarea procesului-verbal de con-
statare,

social danger level, and intervention specifics
based on the nature and complexity of the of-
fense.

The classification of cyber and computer
frauds must become a mandatory methodologi-
cal benchmark within the criminalistic investi-
gation process, providing a solid foundation for
an effective criminal response in an era domi-
nated by digital transformations.

The criminalistic investigation of com-
puter crimes requires the application of a rig-
orous methodological process, structured into
clearly defined stages, in order to efficiently
capitalize on digital traces. In our opinion, each
stage of this process is of essential importance,
as any negligence or procedural error may
compromise the integrity of the evidence.

In the same context, it is necessary for
representatives of the prosecuting authority to
handle electronic traces with the same rigor as
traditional evidence, while adapting criminal-
istic methods to the specificities of the digital
environment.

Discovery of Electronic Traces

Firstly, the discovery stage involves es-
tablishing the existence and location of digital
traces, which can represent data, files, logs, ac-
cess codes, metadata, or recorded activities in
computer systems.

Unlike physical traces, digital ones are
intangible, concealed, or distributed across
multiple media (hard disks, cloud networks,
smartphones, etc.). Therefore, their discovery
requires the use of specific methods and tech-
niques, such as:

* Scanning computer systems.

* Analyzing system logs.

* Verifying communication history or ac-
counts used.

In our opinion, this stage requires both
criminalistic knowledge and technical exper-
tise, often carried out in collaboration with IT
specialists.

Fixation of Electronic Traces

Once discovered, digital traces must be
accurately fixed to be introduced into the evi-
dentiary process. Fixation consists of the exact
documentation of how the trace was identified,
its location, the context in which it was found,
and the technical structure of the medium.

In this regard, criminalistics employs
methods such as:
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* inregistrarea tehnici
relevanti.

Fixarea este un garant al transparentei
si reproductibilitatii procesului de investigare,
constituind o etapa indispensabila pentru de-
monstrarea autenticitatii probei in instanta.

Ridicarea urmelor electronice

Etapa ridicarii presupune extragerea fi-
zica sau logica a datelor informatice stabili-
te anterior. Aceasta se realizeaza prin metode
tehnice specializate, menite sa evite alterarea
continutului informational. In acest context, se
utilizeaza:

* clonarea integrala a suporturilor digita-
le (copii forensice);

* exportarea fisierelor intr-un format si-

parametrilor

gur;

* documentarea operatiunilor in proce-
sul-verbal de ridicare etc.

In opinia noastra, ridicarea trebuie sa
respecte principiul non-alterarii probei, ast-
fel incat orice modificare produsa asupra
continutului original sa poata fi exclusa cu cer-
titudine. Totodata, trebuie respectate preve-
derile legale privind autorizarea perchezitiilor
informatice si a extragerii de date.

Conservarea urmelor electronice

Un element esential al procesului crimi-
nalistic este pastrarea probelor intr-un mod
sigur si controlat. Urmele digitale sunt extrem
de vulnerabile la modificari, stergeri sau atacuri
cibernetice, motiv pentru care se impune apli-
carea unor masuri riguroase de conservare:

* criptarea datelor extrase;

» utilizarea dispozitivelor de stocare se-
curizate;

e pastrarea in laboratoare certificate;

* respectarea lantului de custodie.

In aceastd ordine de idei, criminalistica
digitala se bazeaza pe trasabilitatea completa
a fiecarei operatiuni efectuate asupra probei,
pentru a garanta integritatea acesteia pana la
prezentarea in fata instantei.

In procesul de investigare a infractiunilor
informatice, utilizarea metodelor si tehnicilor
criminalistice adecvate este esentiala pentru
obtinerea unor dovezi digitale solide. Aces-
te metode trebuie sa fie alese cu atentie, in
functie de specificul probelor si de obiectivele
investigatiei. In opinia noastra, tehnicile mo-
derne, cum ar fi imaging, carving, analiza meta-
datelor si timeline analysis, joaca un rol crucial
in descoperirea si conservarea probelor elec-

* Screenshotting (taking screenshots).

* Drafting the minutes of observation.

* Recording relevant technical parameters.

Fixation guarantees the transparency
and reproducibility of the investigative process,
being an indispensable stage for demonstrating
the authenticity of the evidence in court.

Seizure of Electronic Traces

The seizure stage involves the physical or
logical extraction of the previously identified
computer data. This is done using specialized
technical methods that avoid altering the infor-
mational content. In this context, the following
techniques are used:

* Complete cloning of digital media (fo-
rensic copies).

» Exporting files to a secure format.

* Documenting operations in the seizure
minutes.

In our opinion, the seizure must adhere
to the principle of non-alteration of evidence,
so that any modification of the original content
can be definitively excluded. Moreover, the le-
gal provisions concerning the authorization of
digital searches and data extraction must be
respected.

Conservation of Electronic Traces

A crucial element of the criminalistic pro-
cess is the safe and controlled preservation of
evidence. Digital traces are extremely vulnera-
ble to modifications, deletions, or cyberattacks,
which is why rigorous conservation measures
must be implemented:

* Data encryption.

» Using secure storage devices.

* Keeping evidence in certified laborato-
ries.

* Ensuring chain of custody integrity.

In this regard, digital criminalistics relies
on the complete traceability of every operation
performed on the evidence to ensure its integ-
rity until it is presented in court.

The Use of Criminalistic Methods in the
Investigation of Computer Crimes

In the investigation of computer crimes,
the use of appropriate criminalistic methods
and techniques is essential for obtaining solid
digital evidence. These methods must be care-
fully selected based on the nature of the evi-
dence and the objectives of the investigation.
In our opinion, modern techniques such as im-
aging, carving, metadata analysis, and timeline

249



Scientific Annals of the Academy "Stefan cel Mare” of MIA of the Republic of Moldova

CAnaLe Stiintifice ale Academiei ,Stefan cel Mare" a MAI al Republicii MoLdova)

tronice.

Imagingul, cunoscut si sub denumirea de
clonare forensica, reprezinta o tehnica funda-
mentala in investigarea probelor digitale, fiind
esentiala pentru salvarea si protejarea datelor
originale de pe dispozitivele informatice. Prin
aceasta metoda, se realizeaza o copie exacta
a unui dispozitiv de stocare, cum ar fi un hard
disk sau un server, care include atat datele vi-
zibile, cat si informatiile ascunse (fisiere sterse,
date fragmentate etc.).

In opinia noastra, imagingul este absolut
necesar, avand in vedere ca integritatea probe-
lor trebuie pastrata intacta pe intreaga durata
a procesului judiciar. De asemenea, se asigura
faptul ca analiza ulterioara a datelor se poate
face fara riscul de a modifica sau corupe pro-
bele originale.

Imagingul poate fi realizat prin softwa-
re specializat, care creeaza o copie bit cu bit a
intregului sistem de fisiere. In acest fel, inves-
tigatorul poate examina datele fara a interve-
ni direct asupra dispozitivului original, ceea ce
asigura protectia si respectarea principiului
integritatii probelor.

Carving (Recuperarea fisierelor sterse)
reprezinta o tehnica utilizata pentru recupera-
rea fisierelor sterse sau corupte de pe dispozi-
tivele de stocare. Spre deosebire de alte metode
de recuperare, carvingul nu depinde de struc-
tura sistemului de fisiere, ceea ce inseamna ca
poate extrage fisiere chiar si atunci cand aces-
tea nu mai sunt indexate sau cand informatiile
despre locatia acestora au fost pierdute.

Carvingul presupune analizarea sector
cu sector a unui dispozitiv de stocare pentru a
localiza si extrage fisierele pe baza semnaturi-
lor acestora (headere, structuri de fisiere etc.).
Acest proces poate fi esential in investigarea
unor infractiuni informatice, unde datele au
fost sterse intentionat de faptuitori pentru a
ascunde urmele activitatii lor ilegale.

In opinia noastra, carvingul este o tehnica
care trebuie utilizata cu mare atentie, deoarece
exista riscul de a extrage fisiere irelevante sau
corupte. Totusi, pentru procurori si ancheta-
tori, aceasta reprezinta o metoda de recuperare
completa a informatiilor, esentiald in procesul
de probatoriu digital.

Analiza metadatelor.

Metadatele sunt informatiile ascunse
care descriu caracteristicile unui fisier digital,
fara a face parte din continutul acestuia. Aces-

analysis play a crucial role in the discovery and
preservation of electronic evidence.

Imaging (Forensic Cloning)

Imaging, also referred to as forensic clon-
ing, is a fundamental technique in the inves-
tigation of digital evidence, essential for pre-
serving and protecting the original data from
computing devices. Through this method, an
exact copy of a storage device, such as a hard
drive or server, is made, encompassing both
visible data and hidden information (deleted
files, fragmented data, etc.).

In our opinion, imaging is absolutely nec-
essary, as it ensures the integrity of the evi-
dence remains intact throughout the entire ju-
dicial process. It also ensures that subsequent
analysis of the data can be conducted without
the risk of modifying or corrupting the original
evidence.

Imaging is performed using specialized
software, which creates a bit-by-bit copy of the
entire file system. In this manner, investigators
can examine the data without directly inter-
vening with the original device, thus ensuring
the protection of the evidence and upholding
the principle of integrity.

Carving (File Recovery)

Carving is a technique used to recover
deleted or corrupted files from storage devices.
Unlike other recovery methods, carving does
not depend on the file system structure, mean-
ing it can extract files even when they are no
longer indexed or when location information
has been lost.

Carving involves analyzing a storage de-
vice sector by sector to locate and extract files
based on their signatures (headers, file struc-
tures, etc.). This process can be essential in in-
vestigating cybercrimes, where data may have
been intentionally deleted by perpetrators to
conceal traces of their illegal activities.

In our opinion, carving must be employed
with great caution, as there is a risk of recover-
ing irrelevant or corrupted files. Nonetheless,
for prosecutors and investigators, it repre-
sents a method of complete information recov-
ery, essential in the process of digital evidence
gathering.

Metadata Analysis

Metadata refers to the hidden informa-
tion that describes the characteristics of a digi-
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tea pot include date precum data si ora crea-
rii, autorul fisierului, locatia unde a fost salvat,
istoricul modificarilor si multe altele. In multe
cazuri, metadatele sunt extrem de utile pentru
reconstruirea activitatilor informatice ale unei
persoane, precum si pentru stabilirea legaturi-
lor temporale intre diferite evenimente.

Analiza metadatelor poate ajuta in iden-
tificarea sursei si autenticitatii unui fisier, fiind
o tehnica esentiala in procesul de investigare
criminalistica. De exempluy, in cazul unei frau-
de financiare informatice, analiza metadatelor
poate dezvalui daca documentele au fost cre-
ate sau modificate inainte de a fi prezentate ca
proba in fata instantei. In opinia noastra, analiza
metadatelor ofera un punct de plecare pentru
aprofundarea cercetarii, permitand investiga-
rea unui fisier in contextul sau mai larg.

Totusi, trebuie subliniat faptul ca meta-
datele pot fi modificate sau eliminate de utili-
zatorii avansati sau de programele de stergere,
iar o corelare a acestora cu alte dovezi este
esentiala pentru validarea lor.

Timeline analysis (Analiza cronologica a
activitatilor) sau analiza cronologica, reprezinta
procesul de reconstruire a unei linii temporale
a activitatilor informatice pe baza datelor si a
fisierelor stocate pe un dispozitiv. Aceasta teh-
nica permite investigarea evenimentelor dintr-
o perioada data si este utila pentru a identifica
relatiile de cauzalitate, succesiunea activitatilor
si pentru a stabili momentul in care au avut loc
infractiunile.

Prin analiza cronologica, investigatorii
pot intelege tiparul de comportament al infrac-
torilor, cum ar fi orele la care au fost realiza-
te accesarile neautorizate, modificarile aduse
fisierelor sau transferurile de date suspecte.
Aceasta tehnica este deosebit de utila in cazu-
rile in care faptele infractionale sunt legate de
activitati desfasurate pe o perioada mai lunga
de timp.

Analiza cronologica este o metoda foar-
te eficienta pentru a corobora dovezile digitale
cu alte probe fizice, precum marturiile martori-
lor sau documentele traditionale. De asemenea,
aceasta tehnica ajuta la evidentierea masurilor de
precautie sau ascundere aplicate de faptuitori.

Provocarile actuale [4, p.99-104], cu referi-
re la subiectul vizat sunt, in opinia noastra, mul-
tiple si complexe. In acest context, investigatiile
digitale sunt esentiale pentru a aduna dovezi so-
lide, iar evolutiile tehnologice, dar si schimbari-
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tal file without being part of its content. This
can include data such as the file’s creation date
and time, author, location where it was saved,
modification history, and much more. In many
cases, metadata is extremely useful in recon-
structing an individual's computing activities,
as well as in establishing temporal connections
between various events.

Metadata analysis can help identify the
source and authenticity of a file, making it an
essential technique in criminal investigations.
For example, in cases of cyber financial fraud,
metadata analysis can reveal whether docu-
ments were created or modified prior to being
presented as evidence in court.

In our opinion, metadata analysis offers
a starting point for further research, enabling
investigation of a file within its broader context.
However, it is crucial to note that metadata can
be modified or deleted by advanced users or
deletion programs, and therefore, correlating
this data with other evidence is essential for
validating its accuracy.

Timeline Analysis

Timeline analysis involves the process
of reconstructing a chronological sequence of
computing activities based on data and files
stored on a device. This technique allows for
the investigation of events over a specific peri-
od, and is useful for identifying causal relation-
ships, the sequence of activities, and for estab-
lishing when the criminal activities occurred.

This technique is valuable in uncovering
the sequence of events related to cybercrimes,
as it helps track actions taken by perpetrators
and reveals the key moments when illegal ac-
tivities took place.

Chronological Analysis

Through chronological analysis, inves-
tigators can gain insight into the criminal be-
havior patterns, such as the times when unau-
thorized access occurred, modifications made
to files, or suspicious data transfers. This tech-
nique is particularly useful in cases where crim-
inal activities span over an extended period.

Chronological analysis is a highly effec-
tive method for corroborating digital evidence
with other physical evidence, such as witness
testimonies or traditional documents. Addi-
tionally, this technique helps to highlight the
precautions or concealment measures em-
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le din cadrul legislatiei internationale, impun o
adaptare constanta a metodelor si tehnicilor cri-
minalistice. Este imperios necesar sa abordam,
in mod detaliat, problemele juridice si probatorii,
dar si necesitatea formarii specialistilor in cri-
minalistica digitala, ca directii de dezvoltare ale
acestui domeniu.

Probleme juridice si probatorii in investi-
garea digitalda

In opinia noastra, una dintre principalele
dificultati in combaterea criminalitatii informa-
tice o reprezinta problemele juridice si probato-
rii care pot aparea in cursul investigatiilor digita-
le. Aceste provocari sunt direct legate de natura
particulara a dovezilor digitale si de reglementa-
rile juridice care trebuie sa le guverneze.

Un prim aspect juridic important se refe-
ra la legalitatea obtinerii probelor digitale. Desi
tehnologia avanseaza rapid, multe dintre regle-
mentarile legale sunt inca insuficient de clare in
ceea ce priveste manipularea probelor digitale,
protejarea drepturilor fundamentale ale per-
soanelor si respectarea normelor internationale
privind confidentialitatea datelor. De exemplu,
intr-o investigatie de hacking, poate aparea in-
trebarea daca este legal sa se acceseze un ser-
ver al unei persoane sau al unei companii fara
consimtamantul acesteia, chiar si in conditiile
unui mandat de perchezitie.

Un alt aspect este integritatea probelor
digitale, care trebuie pastrata in timpul intre-
gului proces de investigatie, inclusiv in fazele
de colectare, analiza si prezentare a acestora
in instantd. Intr-un sistem digital, exista riscul
ca dovezile sa fie modificate, sterse sau corupte
in timpul procesului de investigare. Prin urma-
re, respectarea unor norme stricte de chain of
custody (lantul de custodie) este esentiala, iar
investigatorii trebuie sa aiba grija ca niciun de-
taliu sa nu fie compromis.

De asemenea, in ceea ce priveste ad-
misibilitatea [10, p.122] probelor digitale in
instanta, provocarile sunt multiple. Spre exem-
plu, probele digitale pot fi contestate pe motive
de autenticitate sau integritate, iar evaluarea
acestora poate depinde de expertiza tehni-
ca a specialistilor, ceea ce ridica provocari in
privinta intelegerii probelor de catre instantele
juridice. De asemenea, extragerea probelor din
cloud sau de pe servere internationale ridica in-
trebari referitoare la jurisdictia aplicabila, pre-
cum si la drepturile de acces si protectia date-
lor personale.

ployed by perpetrators.

Current Challenges

In our opinion, the challenges related to
the subject at hand are numerous and com-
plex. In this context, digital investigations are
essential for collecting solid evidence. Tech-
nological advancements, as well as changes in
international legislation, necessitate constant
adaptation of forensic methods and techniques.
It is crucial to address, in detail, the legal and
evidentiary issues, as well as the need for the
training of specialists in digital forensics, as key
directions for the development of this field.

Legal and Evidentiary Issues in Digital In-
vestigations

In our opinion, one of the main difficul-
ties in combating cybercrime lies in the le-
gal and evidentiary challenges that may arise
during digital investigations. These challenges
are directly related to the particular nature of
digital evidence and the legal frameworks that
must govern them.

A key legal aspect concerns the legality
of obtaining digital evidence. While technology
advances rapidly, many legal regulations re-
main unclear regarding the handling of digital
evidence, the protection of individuals’ funda-
mental rights, and adherence to international
data privacy standards. For instance, in a hack-
ing investigation, the question may arise as to
whether it is legal to access an individual’s or
company’s server without their consent, even
with a search warrant.

Another issue pertains to the integrity
of digital evidence, which must be preserved
throughout the entire investigative process,
including during the collection, analysis, and
presentation phases in court. In the digital en-
vironment, there is a risk that evidence may be
altered, deleted, or corrupted during the inves-
tigative process. Therefore, strict adherence to
the chain of custody is essential, and investiga-
tors must ensure that no detail is compromised.

Moreover, with regard to the admissi-
bility of digital evidence in court, challenges
abound. For example, digital evidence may be
contested on grounds of authenticity or integ-
rity, and its evaluation may depend on the tech-
nical expertise of specialists, which presents
challenges in terms of how courts understand
the evidence. Additionally, extracting evidence
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Pentru a raspunde provocarilor actua-
le in domeniul criminalisticii digitale, in opinia
noastra, o formare continua si specializata a
profesionistilor din domeniu este absolut ne-
cesara. Fraudele informatice si alte tipuri de
infractiuni cibernetice sunt extrem de sofis-
ticate si implica tehnologii avansate, de aceea
investigatorii, procurorii si judecatorii trebuie
sa posede cunostinte tehnice specifice pentru
a intelege si a analiza corect dovezile digitale.

In acest context, formarea specialistilor
in criminalistica digitala trebuie sa includa, in
mod obligatoriu, atat competente tehnice, cat
si cunostinte juridice. Investigatorii trebuie sa
fie instruiti nu doar in utilizarea tehnologiilor
de investigare digitala, cum ar fi analiza me-
tadatelor, carvingul sau analiza cronologica, ci
si in aplicarea normelor legale si a proceduri-
lor judiciare specifice, astfel incat sa poata asi-
gura validitatea si admisibilitatea probelor in
instanta.

Totodata, este necesara o cooperare
interinstitutionala intre autoritatile de aplicare
a legii, institutiile educationale si organizatiile
internationale care lucreaza in domeniul crimi-
nalisticii digitale. In acest sens, formarea pro-
fesionala trebuie sa fie continua si sa includa
schimburi de bune practici si standardizare la
nivel international.

O alta provocare importanta in combate-
rea fraudelor informatice este cooperarea [12,
p.62-67] internationala si interoperabilitatea
tehnologica. Criminalitatea informatica nu se
limiteaza la granitele nationale, iar infractorii
cibernetici isi desfasoara activitatea pe o scara
globala. Tn acest context, in opinia noastra, co-
laborarea intre institutiile de aplicare a legii la
nivel international este esentiala pentru com-
baterea eficienta a infractiunilor informatice.

»Aceasta presupune schimbul rapid de
informatii, resurse si expertiza intre autoritatile
din diferite state, avand in vedere cainfractiunile
informatice transnationale pot implica persoa-
ne sau organizatii care opereaza pe mai multe
jurisdictii” [7]. Organizatiile internationale pre-
cum Interpol, Europol sau FBI joaca un rol im-
portant, oferind suport tehnic si logistic, pre-
cum si acces la baze de date comune.

In plus, interoperabilitatea tehnologica
este cruciala pentru ca autoritatile sa poata co-
labora eficient. Diferitele sisteme informatice
si instrumentele de investigare digitala trebuie
sa fie compatibile si sa permita schimbul rapid

from the cloud or international servers raises
questions regarding the applicable jurisdiction,
as well as access rights and personal data pro-
tection.

To address the current challenges in dig-
ital forensics, we believe that continuous and
specialized training for professionals in the field
is absolutely necessary. Cyberfrauds and other
types of cybercrimes are highly sophisticated
and involve advanced technologies. Therefore,
investigators, prosecutors, and judges must
possess specific technical knowledge to cor-
rectly understand and analyze digital evidence.

In this context, training specialists in dig-
ital forensics must include both technical skills
and legal knowledge. Investigators need to be
trained not only in the use of digital investiga-
tive technologies such as metadata analysis,
carving, or chronological analysis, but also in
the application of legal standards and judicial
procedures, so they can ensure the validity and
admissibility of evidence in court.

Furthermore, interinstitutional coopera-
tion between law enforcement authorities, ed-
ucational institutions, and international organi-
zations working in digital forensics is required.
In this regard, professional training must be
continuous and include exchanges of best prac-
tices and international standardization.

Another important challenge in combat-
ing cyber fraud is international cooperation
and technological interoperability. Cybercrime
does not respect national borders, and cyber-
criminals operate on a global scale. In our opin-
ion, collaboration between law enforcement
agencies at the international level is essential
for the effective combating of cybercrime.

“This requires the rapid exchange of in-
formation, resources, and expertise between
authorities from different countries, given that
transnational cybercrimes can involve individ-
uals or organizations operating across multiple
jurisdictions” [7]. International organizations
such as Interpol, Europol, or the FBI play a key
role by providing technical and logistical sup-
port, as well as access to shared databases.

Additionally, technological interoper-
ability is crucial for authorities to collaborate
effectively. Different computer systems and
digital investigation tools must be compatible
and enable the rapid exchange of data between
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de date intre tari, pentru ca traseele digitale ale
infractiunilor sa poata fi urmarite si analizate in
timp real.

In opinia noastra, aceasta cooperare
internationala si interoperabilitatea tehnolo-
gica trebuie sa fie insotite de progrese legisla-
tive, pentru a asigura un cadru uniform si clar
in privinta procesului de investigare, protectiei
datelor si respectarii drepturilor fundamentale.

4. CONCLUZII

Criminalistica digitala reprezinta o ramu-
ra indispensabila a investigarii moderne, adap-
tata complexitatii si dinamicii infractionalitatii
informatice. Din analiza efectuata rezulta ca ur-
mele digitale, prin caracteristicile lor specifice
- imaterialitate, fragilitate, dependenta tehno-
logica - impun metode criminalistice riguroase
si specializate pentru a garanta integritatea si
relevanta probatorie. Investigarea infractiunilor
informatice necesita un cadru metodologic clar
structurat, completat de instrumente tehnice
avansate. Totodata, eficienta reactiei penale de-
pinde de formarea continua a specialistilor si de
cooperarea interinstitutionala si internationala.
Criminalistica digitala nu trebuie privita ca un
domeniu autonom, ci ca o extensie functionala
a criminalisticii generale, integrata coerent in
sistemul investigativ penal contemporan.

countries, so that the digital traces of crimes
can be tracked and analyzed in real time.

In our opinion, this international coop-
eration and technological interoperability must
be accompanied by legislative progress to en-
sure a uniform and clear framework regarding
the investigation process, data protection, and
the respect for fundamental rights.

4. CONCLUSIONS

Digital forensics is an indispensable
branch of modern investigations, adapted to the
complexity and dynamics of cybercrime. From
the analysis conducted, it results that digital
traces, due to their specific characteristics—
intangible, fragile, and technologically depen-
dent—require rigorous and specialized forensic
methods to ensure the integrity and evidentiary
relevance. Investigating cybercrimes requires
a clearly structured methodological frame-
work, complemented by advanced technical
tools. Furthermore, the effectiveness of crimi-
nal justice responses depends on the continu-
ous training of specialists and interinstitutional
and international cooperation. Digital forensics
should not be viewed as an autonomous field,
but rather as a functional extension of general
forensics, coherently integrated into the con-
temporary criminal investigative system.
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