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Digitalizarea si Internetul ne-au transformat
radical viata. Am devenim parte a unei lumi vir-
tuale aflate intr-un proces continuu de extindere
globald. Datele cu caracter personal astdzi nu
mai sunt fixate ca odinioard in registre de hdrtie.
Ele se inscriu in registre electronice centralizate,
la care pot apela diferite institutii ale statului, in-
clusiv organele de ocrotire a normelor de drept.

Astfel, tehnologiile informationale au devenit
parte din vita noastrd cotidiand si practic este de
neconceput ca aceasta sd ocoleascd un domeniu
atdt de important si strategic pentru tara noas-
trd cum este activitatea speciald de investigatii.
Dacd pdnd nu demult problema principald a
investigatiilor speciale era deficitul de informatii si
elaborarea instrumentelor adecvate de obtinere
a informatiilor, astdzi lucrurile s-au schimbat,
problema de bazd acum este alta — surplusul de
informatii si cGutarea metodelor corespunzdtoaq-
re de stocare, sistematizare si analizd a acestora.
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Digitization and the Internet have radically
transformed our lives. We would become part of
a virtual world in a continuous process of global
expansion. Today, personal data are no longer re-
corded in paper registers as they used to be. They
are registered in centralized electronic registers
that can be accessed by various state institutions,
including law enforcement bodies.

Thus, information technologies have become
part of our daily life, it is practically inconceivable
that it bypasses such an important and strategic
field for our country as the special investigation
activity. If until recently the main problem of spe-
cial investigations was the lack of information
and the development of appropriate tools for ob-
taining information, today things have changed,
the basic problem now is different — the surplus
of information and the search for appropriate
methods of storage, systematization, and analy-
sis of them.
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INTRODUCERE.

Prevenirea si combaterea criminalitatii,
asigurarea securitatii statului, ordinii publice,
apararea drepturilor si intereselor legitime
ale persoanelor, descoperirea si cercetarea in-
fractiunilor sunt obiectivele asumate de cdtre
stat in vederea realizdrii cdrora este gandit in-
treg sistemul reglementdrilor juridice privind
desfasurarea unui gen de activitate mai putin
cunoscut pentru publicul larg, numit in lim-
bajul juridic national - activitate speciala de
investigatii (art.1 Legea nr.59/2012).

Necesitatea acestui gen de activitate
este dictata de dificultatile pe care le Intam-
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INTRODUCTION.

Preventing and combating crime, en-
suring state security, and public order, de-
fending the rights and legitimate interests of
individuals, and discovering and investigat-
ing crimes are the objectives assumed by the
state to achieve which the entire system of
legal regulations regarding the development
of a less known type of activity for the gener-
al public, called in the national legal language
- special investigative activity (art.1 Law no.
59/2012).

The need for this type of activity is dic-
tated by the difficulties faced by the system of
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pind sistemul organelor de ocrotire a nor-
melor de drept si cel al organelor de apara-
re a securitdtii nationale mai ales astazi, in
conditiile in care tehnologiile secolului 21,
pe langa multiplele beneficii oferite intregii
omeniri, au favorizat dezvoltarea metodelor
de operare a tuturor celor rau-intentionati
impotriva societitilor democratice. In acest
context, insasi Curtea Europeana a Dreptu-
rilor Omului recunoaste ca societdtile demo-
cratice sunt amenintate de forme extrem de
sofisticate de criminalitate si spionaj, astfel
incat statul, pentru a putea contracara aceste
amenintdri, trebuie sd poata efectua suprave-
gherea secretd a elementelor subversive care
opereaza in jurisdictia sa [6].

In plan doctrinar s-a mentionat pe buni
dreptate ca activitatea speciald de investigatii
este singurul instrument real si eficient pen-
tru depistarea si prevenirea In timp util a
infractiunilor, identificarea subiectilor aces-
tora, documentarea activitatii infractionale,
depistarea si investigarea infractiunilor [13,
p-88l.

Eficacitatea rezolvarii sarcinilor activi-
tatii speciale de investigatii (relevarea aten-
tatelor criminale, prevenirea, curmarea in-
fractiunilor si identificarea persoanelor care
le organizeaza si/ sau le comit; descoperirea
si cercetarea infractiunilor; cautarea persoa-
nelor disparute fara urma ori a celor care se
ascund de organele de urmarire penald sau
de instanta de judecatd ori se eschiveaza de
la executarea pedepsei; depistarea bunurilor
provenite din activitati ilegale si colectarea
probelor privind aceste bunuri; colectarea de
informatii despre posibile evenimente si/sau
actiuni ce ar putea pune In pericol securitatea
statului) este determinatd in mare mdsurd de
obtinerea in timp util a informatiilor despre
anumite evenimente criminale, despre per-
soane implicate in acestea, despre cetateni
care cunosc sunt familiarizati cu asemenea
intentii criminale etc.

Informatiile operative obtinute in cur-
sul activitdtii speciale de investigatii pot fi
impartite in informatii care ulterior pot deve-
ni probe in sensul Codului de procedura pe-
nald, adica cele verificate din punct de vedere
al admisibilitdtii, pertinentei si concludentii,
si informatii care din anumite considerente
nu pot deveni probe, dar care pot fi folosite ca
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law enforcement bodies and that of national
security defense bodies, especially today, giv-
en that the technologies of the 21st century,
in addition to the multiple benefits offered
to all of humanity, they have favored the de-
velopment of the methods of operation of all
those malicious against democratic societies.
In this context, the European Court of Hu-
man Rights itself recognizes that democratic
societies are threatened by extremely sophis-
ticated forms of crime and espionage, so the
state, to counter these threats, must be able
to carry out secret surveillance of subversive
elements operating in its jurisdiction [6].

In terms of doctrine, it was rightly men-
tioned that special investigative activity is
the only real and effective tool for the timely
detection and prevention of crimes, identi-
fication of their subjects, documentation of
criminal activity, and detection and investi-
gation of crimes [13, p.88].

The effectiveness of solving the tasks of
the special investigative activity ( revealing
criminal attacks, preventing, solving crimes,
and identifying the people who organize and/
or commit them; the discovery and investi-
gation of crimes; the search for persons who
have disappeared without a trace or those
who are hiding from the criminal investiga-
tion bodies or by the court or evades the ex-
ecution of the sentence; the detection of as-
sets originating from illegal activities and the
collection of evidence regarding these assets;
the collection of information about possible
events and/or actions that could endanger the
security of the state) is largely determined by
timely obtaining information about certain
criminal events, about people involved in
them, about citizens who know about it, etc.

The operational information obtained
during the special investigative activity can
be divided into information that can later
become evidence within the meaning of the
Code of Criminal Procedure, that is, informa-
tion verified from the point of view of admis-
sibility, relevance, and conclusiveness, and
information that for certain reasons cannot
become evidence, but which can be used as
indicative information in the detection and
investigation of crimes, for example, for the
preparation and performance of a search or
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informatii orientative in relevarea si investi-
garea infractiunilor, de exemplu, pentru pre-
gatirea si efectuarea unei perchezitii sau a altei
actiuni de urmarire penald ori mdsuri speciale
de investigatii (art.24 Legea nr.59/2012).

Fiabilitatea, acuratetea, completitu-
dinea, suficienta si multe alte calitati ale
informatiilor operative au facut intotdeauna
obiectul cercetdrii stiintifice, inclusiv a celei
de nivel monografic. Din aceastd perspecti-
va, ar fi nedrept sa nu apreciem importanta
activitatilor de obtinere a informatiilor in
procesul activitatii speciale de investigatii.
Totodata, trebuie sa spunem faptul cd
obtinerea de informatii in activitatea speciala
de investigatii nu constituie un scop in sine
[14, p.221-222].

Nu mai putin importante sunt aspectele
de inregistrare si utilizare a informatiilor pen-
tru realizarea activitatilor de cautare, verifica-
re siidentificare a persoanelor si obiectelor ce
prezintd interes operativ.

Astfel,  activitatea  speciald  de
investigatii nu trebuie privita doar ca o forma
sau un gen de activitate indreptat doar spre
obtinerea de informatii, ci si spre fixarea, sis-
tematizarea, stocarea si analiza acestora pen-
tru folosirea lor ulterioard mult mai eficient.
Anume in acest context legiuitorul national a
atribuit autoritdtilor care practica activitatea
speciald de investigatii competenta de creare
si utilizare a sistemelor informationale (art.7
si 12 Legea nr.59/2012).

La modul concret, sistemele informati-
onale sunt gandite pentru concentrarea si
inregistrarea informatiilor cu privire la per-
soane, fapte, obiecte, evenimente de interes
investigativ-operativ. Aceste informatii sunt
sistematizate in anumite registre, banci de
date, fisiere, dosare. Scopul principal al aces-
tor colectii de informatii constd in oportuni-
tatea apeldrii repetate la aceleasi informatii
de catre diversi subiecti ai activitatii speciale
de investigatii.

Actualitatea utilizarii sistemelor infor-
mationale ca parte componenta a activitdtii
speciale de investigatii constda In faptul ca
organele de ocrotire a normelor de drept, in
general, si subdiviziunile axate pe domeniul
investigatiilor speciale, in mod special, chel-
tuiesc bani si eforturi considerabile pentru
obtinerea informatiilor operative, iar mo-
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other criminal investigation action or spe-
cial investigative measures (art. 24 Law no.
59/2012).

Reliability, accuracy, completeness,
sufficiency, and many other qualities of op-
erational information have always been the
object of scientific research, including mon-
ographic-level research. From this perspec-
tive, it would be unfair not to appreciate the
importance of intelligence-gathering activ-
ities in the process of special investigative
work. At the same time, we must also say
that obtaining information in the special in-
vestigative activity is not a goal in itself [14,
p.221-222].

No less important are the aspects of
registration and use of information for carry-
ing out search, verification, and identification
of persons and objects of operational interest.

Thus, the special activity of investiga-
tions should not be seen only as a form or a
type of activity aimed only at obtaining in-
formation, but also at fixing, systematizing,
storing, and analyzing them for their later use
much more effectively. Precisely in this con-
text, the national legislator assigned to the
authorities that practice special investigative
activity has the competence to create and use
information systems (art. 7 and 12 Law no.
59/2012).

In concrete terms, information sys-
tems are designed for the concentration and
recording of information regarding persons,
facts, objects, and events of investigative-op-
erative interest. This information is system-
atized in certain registers, data banks, files,
and folders. The primary purpose of these
collections of information is to facilitate re-
peated calls for the same information by vari-
ous subjects of special investigative work.

The actuality of the use of information
systems as a part of the special investigation
activity consists in the fact that law enforce-
ment bodies, in general, and subdivisions spe-
cialized in the field of special investigations,
in particular, spend considerable money and
efforts to obtain operative information, and
the inherited models of information process-
ing and analysis are morally outdated and no
longer correspond to the requirements of the
time. Their use often leads to calculation er-
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delele mostenite de prelucrare si analiza a
informatiilor sunt moral invechite si nu mai
corespund cerintelor timpului. Utilizarea
acestora de multe ori conduce la erori de cal-
cul si intarzieri in raportarea situatiilor ope-
rative si luarea deciziilor corespunzatoare.

Aplicarea noilor tehnologii
informationale bazate pe intretinerea auto-
matd a Inregistrdrilor informationale face
oportund extinderea semnificativd a ga-
mei posibilelor verificari, inclusiv capacita-
tea efectuarii verificarilor operative a per-
soanelor retinute, suspectate de comiterea
infractiunilor, a imigrantilor si emigrantilor
ilegali, precum si alte categorii de persoane
de interes operativ.

CONTINUT DE BAZA.

Pornind de la semnificatia literard a
termenilor ,sistem” [9] si ,informational” [8]
se poate spune ca prin sistem informational
[7] se intelege ansamblul de elemente (banci
de date structurate dupa un anumit concept,
date, hardware si software, precum si resur-
sele umane si suportul organizational) inter-
conectate si interdependente ce formeaza
un Intreg organizat, conceput pentru a stoca,
cauta si procesa informatii, precum si resur-
sele organizationale corespunzdtoare (umane,
tehnice, financiare etc.) care furnizeaza si di-
fuzeaza informatii.

Din perspectiva legislatiei nationale
[11], notiunea de sistem informational sem-
nifica o totalitate de resurse si tehnologii
informationale interdependente, de meto-
de si de personal, destinata pastrarii, prelu-
crarii si furnizdrii de informatii. Resursele
informationale sunt reprezentate sub forma
de banci de date, iar o banci de date este un
sistem tehnico-informational ce include una
sau mai multe baze de date si un sistem de
dirijare a acestor baze. La randul sdau, o baza
de date constd dintr-o totalitate de date orga-
nizate conform unei structuri conceptuale ce
descriu caracteristicile principale si raportu-
rile dintre esente, destinatd unui domeniu sau
mai multor domenii de aplicare.

Conform enciclopediei Wikipedia [15],
sursa de informatii online foarte populard,
notiunea de sistem informational este in-
terpretata In moduri diferite, In functie de
context. Totodata, aceeasi sursa deosebeste
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rors and delays in reporting operational situ-
ations and making appropriate decisions.

The application of new information
technologies based on the automatic main-
tenance of information records makes it op-
portune to significantly expand the range of
possible checks, including the ability to carry
out operational checks of detained persons
suspected of committing crimes, illegal immi-
grants, and emigrants, as well as other catego-
ries of persons of operational interest.

BASIC CONTENT.

Starting from the literary meaning of
the terms ,system” [9] and ,informational”
[8] it can be said that the informational sys-
tem [7] is understood as a set of elements
(data banks structured according to a certain
concept, data, hardware, and software, as well
as personnel and organizational support) in-
terconnected and interdependent that form
an organized whole, designed to store, search
and process information, as well as the cor-
responding organizational resources (human,
technical, financial, etc.) that provide and dis-
seminate information.

From the perspective of national leg-
islation [11], the notion of an information
system means a totality of interdependent in-
formation resources and technologies, meth-
ods, and personnel, intended for keeping,
processing, and providing information. In-
formational resources are represented in the
form of data banks, and a data bank is a tech-
nical-informational system that includes one
or more databases and a management system
for these databases. In turn, a database con-
sists of a totality of data, organized according
to a conceptual structure, describing the main
characteristics and relationships between es-
sences, intended for one field or several fields
of application.

According to Wikipedia [15], a very
popular online information source, the no-
tion of an information system is interpreted
in different ways depending on the context.
At the same time, the same source distin-
guishes the notion of information systems in
the broad sense and the narrow sense.

Broadly speaking, an information sys-
tem means a set of technical, software, and
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notiunea de sistem informational in sens larg
si In sens restrans.

In sens larg, prin sistem informational
se intelege un set de suport tehnic, softwa-
re si organizational, precum si de personal,
conceput pentru a oferi anumitor persoane
informatiile potrivite in timp util. Prin urma-
re, termenul sistem informational nu se refe-
ra doar la aspectele legate de tehnologia in-
formatiei si comunicatiilor pe care o institutie
le foloseste, ci si la modul in care oamenii in-
teractioneazd cu tehnologia in scopul oferirii
suportului pentru procesele intreprinse.

Sensul  restrans al  sistemului
informational presupune doar setul de com-
ponente al sistemului informational in sens
larg, alcdtuit din baze de date, programe si
aplicatii specializate. Altfel spus, sistemul
informational In sens restrans este conside-
rat un sistem software si hardware conceput
pentru a automatiza activitdtile intentionate
ale utilizatorilor finali, oferind, in conformi-
tate cu logica de prelucrare incorporata in
acesta, posibilitatea de a obtine, modifica si
stoca informatii.

Sub aspect doctrinar notiunea de sis-
tem informational nu a atins un sens unanim,
fapt confirmat de profesorul A. Stepan [12],
in opinia cdruia cea mai reusitd definitie ar fi
ca prin sistem informational ar trebui sa se
inteleaga un ,ansamblu organizatoric format
din totalitatea metodelor, procedeelor, mij-
loacelor si specialistilor care asigura culege-
rea, prelucrarea, transmiterea si acumularea
informatiilor cu privire la fluxurile de bunuri
materiale siinformationale ce au loc in cadrul
sistemului institutiei publice”. In acelasi con-
text se mai afirma si faptul cd ,este necesar sa
se faca distinctie Intre sistemul informational
si sistemul informatic. Sistemul informatic
este inclus in sistemul informational, acesta
din urma fiind o componenta esentiald a unui
organism economic, social, cultural, etc. Sis-
temele informatice acoperd cele mai diverse
domenii. Sistemul informatic este acea parte
a sistemului informational in care prelucra-
rea este automatd, dar numai dacd respectiva
parte formeaza un sistem. Dacd pentru intre-
gul sistem informational prelucrarea este au-
tomata se obtine sistemul informatic integrat,
ca limita spre care tinde evolutia actualelor
sisteme informatice”.
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organizational support, as well as personnel,
designed to provide certain people with the
right information at the right time. There-
fore, the term information system does not
only refer to the aspects related to informa-
tion and communication technology that an
institution uses but also to how people inter-
act with technology to provide support for
the processes undertaken.

The narrow meaning of the informa-
tion system implies only the set of compo-
nents of the information system in the broad
sense, consisting of databases, programs, and
specialized applications. In other words, the
information system in the narrow sense is
considered a software and hardware system
designed to automate the intended activities
of end users, providing, following the pro-
cessing logic embedded in it, the possibility
to obtain, modify, and store information.

From a doctrinal point of view, the
notion of an informational system has not
reached a unanimous meaning, a fact con-
firmed by Professor A. Stepan [12], in whose
opinion the most successful definition would
be that an informational system should be un-
derstood as ,,an organizational set made up of
all the methods, procedures, means and spe-
cialists that ensure the collection, processing,
transmission, and accumulation of informa-
tion regarding the flows of material and in-
formational goods that take place within the
system of the public institution”. In the same
context, it is also stated that , it is necessary to
distinguish between the information system
and the IT system. The computer system is
included in the information system, the latter
being an essential component of an organism,
economic, social, cultural, etc. Computer sys-
tems cover the most diverse fields. The com-
puter system is that part of the information
system in which the processing is automatic,
but only if that part forms a system. If the pro-
cessing is automatic for the entire information
system, the integrated computer system is ob-
tained, as the limit towards which the evolu-
tion of current computer systems tends”.

From another perspective, informa-
tion systems refer to stocks of information
collected and systematized in various auto-
mated databases and automated information
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Dintr-o alta perspectiva, prin siste-
me informationale se au in vedere stocuri de
informatii colectate si sistematizate in diferite
baze de date automatizate si sisteme automati-
zate de cautare a informatiilor, fisiere de date,
fisiere foto, colectii si fisiere de urme, la baza
carora se afla informatii exacte despre obiec-
tele care intrd in sfera investigatiilor specia-
le. La baza formadrii si intretinerii sistemelor
informationale, bancilor de date si dulapurilor
de fisiere se afla evidenta informatiilor despre
diverse obiecte care intra in sfera activitatii
speciale de investigatii [16].

Acestea fiind spuse, putem rezuma ca
sarcina principald a sistemului informational
este sa raspundd nevoilor specifice de
informatii intr-un domeniu specific. Sisteme-
le informationale moderne sunt, de facto, de
neconceput fara utilizarea bazelor de date sia
sistemelor de dirijare a acestor baze de date.
Prin urmare, termenul ,,sistem informational”
in activitatea practicd se imbina cu sen-
sul termenului ,sistem de baze de date”. In
mod ideal, in cadrul unei autoritdti cum este
Ministerul Afacerilor Interne ar trebui sa
functioneze un singur sistem de informatii,
satisfacand toate nevoile de informare exis-
tente ale tuturor angajatilor inspectoratelor,
serviciilor si departamentelor. Cu toate aces-
tea, in practicd, crearea unui astfel de sistem
informational cuprinzator este un lucru prea
dificil sau chiar imposibil. Drept urmare, in
cadrul respectivei autoritati opereazda mai
multe sisteme informationale care rezolva di-
ferite grupe de sarcini: prevenirea si descope-
rirea infractiunilor, cautarea persoanelor care
se sustrag de la urmadrirea penald, judecata sau
de la executarea pedepsei, identificarea per-
soanelor si a cadavrelor, cautarea bunurilor
sustrase, precum si solutionarea altor sarcini
legate de combaterea criminalitatii [17].

In vederea prevenirii infractiunilor,
sistemele informationale permit:

- stabilirea controlului permanent asu-
pra comportamentului si modului de trai pe
teritoriul deservit al anumitor categorii de
persoane care au manifestat comportament
criminogen si care ar putea sa urmeze calea
savarsirii infractiunilor;

- refuzul eliberarii armelor de foc sau
retragerea in timp util a acestora de la per-
soanele care savarsesc contraventii si care pot
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retrieval systems, data files, photo files, col-
lections, and trace files, based on which accu-
rate information about objects falls under the
scope of special investigations. The basis of
the formation and maintenance of informa-
tion systems, data banks, and file cabinets is
the record of information about various ob-
jects that fall within the scope of special in-
vestigative activity [16].

Having said that, we can summarize
that the main task of the information system
is to respond to specific information needs in
a specific field. Modern information systems
are de facto inconceivable without the use
of databases and systems for directing these
databases. Therefore, the term ,,information
system” in practical activity merges with the
meaning of the term ,database system”. Ide-
ally, within an authority such as the Minis-
try of Internal Affairs, a single information
system should operate, satisfying all existing
information needs of all employees of inspec-
torates, services, and departments. However,
in practice, creating such a comprehensive
information system is too difficult or even
impossible. As a result, within that authori-
ty, several information systems are operating
that solve different groups of tasks: prevent-
ing and discovering crimes, searching for
people who evade criminal prosecution, trial
or execution of punishment, identifying peo-
ple and corpses, searching for stolen goods, as
well as solving other tasks related to fighting
crime [17].

To prevent crimes, information sys-
tems allow:

- the establishment of permanent con-
trol over the behavior and way of life in the
served territory of certain categories of per-
sons who have shown criminogenic behavior
and who could follow the path of committing
crimes;

- refusing to issue firearms or with-
drawing them promptly from persons who
commit contraventions and which may lead
to dangerous consequences;

- establishing control over objects
whose circulation is limited or prohibited
(drugs, weapons, explosives, etc.);

- blocking access to positions with
material responsibility and to other posi-
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duce la consecinte periculoase;

- stabilirea controlului asupra obiecte-
lor a caror circulatie este limitatd sau interzisa
(droguri, arme, explozibili etc.);

- blocarea accederii la functii cu ras-
pundere materiala si la alte functii la care se
cere o responsabilitate sporita a persoanelor
care anterior au demonstrat lipsa de raspun-
dere In legatura cu activitatea criminala;

— alegerea madsurii de siguranta in pri-
vinta persoanei atrase la raspundere penala
nu doar in legdtura cu gravitatea faptei comi-
se, ci si al personalitatii acesteia.

Invedereadescopeririiinfractiunilor,
sistemele informationale contribuie la:

- identificarea infractorilor dupa sem-
nalmentele inregistrate (dupa modalitatea de
savarsire a infractiunilor, dupa porecle, sem-
ne si urme lasate la fata locului);

- identificarea autovehiculelor furate la
inmatricularea acestora sau in timpul investi-
garii accidentelor rutiere;

- gasirea bunurilor furate in locurile in
care acestea sunt vandute;

- stabilirea identitatii obiectelor cauta-
te si verificate.

In vederea realizirii activititilor de
cautare, sistemele informationale cel mai
des sunt solicitate pentru stabilirea identitatii
persoanelor suspectate cu cele aflate in cau-
tare, precum si pentru stabilirea identitdtii
cadavrelor neidentificate cu persoanele dis-
parute fara urma.

Conform prevederilor Legii nr.59/
2012, autoritdtile ale cdror subdiviziuni spe-
cializate efectueaza activitate speciala de
investigatii au competenta sa creeze sisteme
informationale pentru asigurarea realizdrii
sarcinilor ce i revin (art.7). Totodatd, aceeasi
lege investeste ofiterii de investigatii cu drep-
tul sa utilizeze sistemele informationale ce
asigura realizarea sarcinilor activitdtii speci-
ale de investigatii (art.12).

Codul de procedura penald, de aseme-
nea, prevede faptul cd in procesul efectuarii
masurilor speciale de investigatii, in conditi-
ile codului, se face uz de sisteme informatio-
nale, aparate de Inregistrare video si audio,
de aparate de fotografiat si de filmat, de alte
mijloace tehnice, inclusiv de mijloace tehnice
speciale pentru obtinerea in secret a informa-
tiei (art.1322).
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tions that require increased responsibility of
persons who have previously demonstrated
a lack of responsibility in connection with
criminal activity;

- the choice of the safety measure re-
garding the person held criminally liable not
only for the seriousness of the act committed
but also for his personality.

To discover crimes, information sys-
tems contribute to:

- identification of criminals according to
the recorded reports (according to the manner
of committing the crimes, according to nick-
names, signs, and traces left at the scene);

- identification of stolen vehicles when
registering them or during the investigation
of road accidents;

- finding stolen goods in the places
where they are sold;

- establishing the identity of the
searched and verified objects;

To carry out search activities, infor-
mation systems are most often required to es-
tablish the identity of suspected persons with
those being sought, as well as to establish the
identity of unidentified corpses with missing
persons without a trace.

According to the provisions of Law no.
59/2012, the authorities whose specialized
subdivisions carry out special investigative
activity have the competence to create in-
formational systems to ensure the fulfillment
of their tasks (art. 7). At the same time, the
same law invests investigative officers with
the right to use the information systems that
ensure the accomplishment of the tasks of the
special investigative activity (art. 12).

The Criminal Procedure Code also pro-
vides that in the process of carrying out spe-
cial investigative measures, under the terms
of the code, use is made of information sys-
tems, video, and audio recording devices,
cameras, and video cameras, other technical
means, including special technical means for
secretly obtaining information (art. 132 2).

Taking into account the fact that the
national legislation in the field of special in-
vestigations does not restrict the competence
of investigative officers in the use of informa-
tion systems only in the possession of the au-
thority of which they are a part, it can be said
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Tinand cont de faptul cd legislatia
nationald in domeniul investigatiilor speci-
ale nu restrictioneazd competenta ofiterilor
de investigatii In folosirea sistemelor
informationale doar din posesia autoritatii
din care fac parte, se poate spune ca, in vede-
rea siin limitele realizarii sarcinilor activitatii
speciale de investigatii, acestia ar putea folosi
si sistemele informationale ale altor autoritati
atat din sfera investigatiilor speciale, cat si
din alte domenii de activitate.

Autoritatile ale caror subdiviziuni spe-
cializate efectueaza activitatea speciald de
investigatii, la necesitate, isi creeaza sisteme
informationale specifice investigatiilor speci-
ale. Totodatd, aceeasi autoritate, reiesind din
atributiile care-i revin, creeazad alte sisteme
informationale ce ar putea fi utilizate la nece-
sitate de ofiterii de investigatii.

Ministerul Afacerilor Interne, spre
exemplu, reiesind din atributiile care i revin,
administreazd asa sisteme informationale ca:
Sistemul informational integrat automatizat
de evidentd a infractiunilor, a cauzelor pe-
nale si a persoanelor care au savarsit infrac-
tiuni; Sistemul informational automatizat
»Registrul informatiei criminalistice si crimi-
nologice”; Sistemul informational automati-
zat de evidentd a contraventiilor, a cauzelor
contraventionale si a persoanelor care au
savarsit contraventii; Sistemul automatizat
de supraveghere a circulatiei rutiere ,Con-
trolul traficului” (detinut de Serviciul tehno-
logii informationale); Sistemul informational
automatizat ,Registrul de stat al armelor”
(detinut de Inspectoratul General al Politiei).
Administratia Nationala a Penitenciarelor a
Ministerului Justitiei gestioneaza Sistemul
informational automatizat ,Registrul per-
soanelor retinute, arestate si condamnate”.
Agentia de Recuperare a Bunurilor Infracti-
onale din cadrul Centrului National Antico-
ruptie este posesorul si detindtorul Sistemului
informational automatizat ,Registrul bunuri-
lor infractionale indisponibilizate”. Ministe-
rul Tehnologiei Informatiei si Comunicatiilor
detine asa sisteme ca Sistemul informational
automatizat ,Registrul de stat al populatiei” si
Sistemul informational automatizat ,Regis-
trul de stat al unitdtilor de drept”.

De obicei, schimbul de informatii intre
autoritdti are la baza anumite acorduri bila-
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that, too and within the limits of carrying out
the tasks of the special investigative activity,
they could use and the information systems of
other authorities both in the sphere of special
investigations and in other fields of activity.

The authorities whose specialized sub-
divisions carry out the special investigation
activity, if necessary, create their information
systems specific to special investigations. At
the same time, the same authority, based on
its attributions, creates other informational
systems that could be used by investigative
officers if necessary.

The Ministry of Internal Affairs, for ex-
ample, based on its attributions, administers
such information systems as an Automated
integrated information system for records of
crimes, criminal cases, and persons who have
committed crimes; The automated informa-
tion system ,Forensic and criminological in-
formation register”; The automated informa-
tional system for recording contraventions,
contravention causes and persons who have
committed contraventions; The automated
road traffic surveillance system , Traffic Con-
trol” (owned by the Information Technolo-
gy Service ); Automated information system
»otate Register of Weapons” (owned by the
General Police Inspectorate). The National
Penitentiary Administration of the Ministry
of Justice administers such a system as the
Automated Information System ,Register of
Detained, Arrested and Convicted Persons”.
The Agency for the Recovery of Criminal
Assets within the National Anticorruption
Center is the owner and holder of the auto-
mated information system ,Register of seized
criminal assets”. The Ministry of Information
Technology and Communications owns such
systems as the Automated Information Sys-
tem ,State Register of the Population”; The
automated information system ,State Regis-
ter of Legal Entities”.

Usually, the exchange of information
between authorities is based on certain bilat-
eral agreements [1, 2, 3, 4, 5] which stipulate
the volume and type of information to which
access is to be granted. Investigative officers
obtain access, proportional to their duties,
to different information systems based on a
reasoned request regarding the need to access
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terale [1, 2, 3, 4, 5], unde se stipuleaza volu-
mul si tipul informatiilor la care urmeaza sa se
acorde accesul. Ofiterii de investigatii obtin
accesul, proportional atributiilor de serviciu,
la diferite sisteme informationale in baza unei
solicitdri argumentate privind necesitatea ac-
cesarii informatiilor ce se contin in resursele
respective.

Unele din aceste sisteme informatio-
nale care sunt utilizate de catre ofiterii de
investigatii In procesul realizarii activitatilor
de prevenire, curmare, cercetare sau descope-
rire infractiunilor sunt:

- Sistemului informational de cdutare
~ACCES-Web”;

- Sistemului informational de cdutare
e-Cadastru;

- Sistemului informational de cdutare
PolData; Rossoft;

- Modulul eData;

- Sistemul informational de cautare ,,Asi-
gurarea Obligatorie de Asistentda Medicala”;

- Sistemul informational de cdutare a
informatiilor din ,Registrul informatiei cri-
minalistice si criminologice” (BCD/F-246);

- Sistemul informational de cdutare
Casa Nationala de Asigurdri Sociale;

- Sistemului informational de cdutare
Serviciului Fiscal de Stat;

- Sistemului automatizat de supraveghe-
re a circulatiei rutiere ,,Controlul traficului”;

- Sistemului informational de cdutare
WebClientPF;

- Sistemul informational de cdutare al
Serviciului Vamal,;

- Sistemului informational de cdutare
~CASPER”.

In contextul celor relatate, este de
mentionat faptul ca nici Legea nr.59/2012
si nici Codul de procedura penald nu prevad
o listd a informatiilor ce ar putea sa fie Inre-
gistrate in sistemele informationale create de
autoritdtile ale caror subdiviziuni specializate
efectueaza activitatea speciald de investigatii.
In acelasi timp, o astfel de listi se regiseste in
Legea nr.320/2012 (art.16) cu privire la acti-
vitatea Politiei si statutul politistului [10]. Ast-
fel, pentru exercitarea atributiilor care {i revin,
Politia are dreptul sa constituie si sa adminis-
treze, In modul prevazut de legislatie, registre
institutionale, sisteme informationale si baze
de date care contin informatii cu privire la:
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the information contained in the respective
resources.

Some of these information systems
that are used by investigative officers in the
process of carrying out the activities of pre-
venting, solving, investigating, or discover-
ing crimes are:

- Information search system ,, ACCES-
Web”;

- e-Cadastre search information system;

- PolData search information system ;
Rossoft;

- data module;

- ,Compulsory Medical Assistance In-
surance” search information system;

- Information search system for infor-
mation from the ,,Forensic and criminological
information register” (BCD/F-246);

- The information search system of the
National Social Insurance House;

- The search information system of the
State Fiscal Service;

- The automated road traffic surveil-
lance system ,, Traffic Control”;

- WebClientPF search information sys-
tem;

- Search information system of the
Customs Service;

- ,CASPER?” search information system.

In the context of the above, it should
be noted that neither Law No. 59/2012 nor
the Code of Criminal Procedure provides for
a list of information that could be recorded
in the information systems created by the au-
thorities whose specialized subdivisions car-
ry out a special activity of investigations. At
the same time, such a list can be found in Law
no. 320/2012 (art. 16) regarding the activity
of the Police and the status of the policeman
[10]. Thus, to exercise the powers assigned to
it, the Police have the right to establish and
administer, in the manner provided by the
legislation, institutional registers, informa-
tion systems, and databases that contain in-
formation regarding:

a) persons convicted on the territory of
the Republic of Moldova and the territories
of other states;

b) the accused persons;

c) persons released from criminal liabil-
ity: as a result of an act of amnesty or pardon,
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a) persoanele condamnate pe teritoriul
Republicii Moldova si pe teritoriile altor state;
b) persoanele puse sub invinuire;

c) persoanele eliberate de raspunde-
re penald: ca urmare a unui act de amnistie
sau de gratiere, daca prin acesta a fost anu-
lata aplicarea pedepsei pentru infractiunea
savarsitd; in legatura cu expirarea termenului
de prescriptie; in caz de deces; in legatura cu
schimbarea situatiei;

d) persoanele care au savarsit infracti-
uni aflandu-se in stare de iresponsabilitate;

e) persoanele anuntate In cautare de ca-
tre organele de urmadrire penald ale Republicii
Moldova sau ale altor state;

f) persoanele retinute si arestate pe te-
ritoriul Republicii Moldova in scop de extra-
dare;

g) persoanele retinute si arestate ca fi-
ind bdnuite sau invinuite de sdvarsirea unei
infractiuni;

h) minorii cédrora li s-au aplicat masuri
de constrangere cu caracter educativ;

1) parintii sau alti reprezentanti legali ai
minorilor, care nu isi Indeplinesc obligatiile
de educare, instruire si/sau de intretinere a
acestora,

j) persoanele disparute fard urma,

k) persoanele neidentificate, aflate in
incapacitate fizica sau psihicd de a comunica
date despre sine;

1) detinatorii de unitdti de transport;

m) titularii permiselor de conducere a
unitatilor de transport;

n) gardienii si detectivii particulari;

o) detindtorii de arme;

p) persoanele care au fost supuse inre-
gistrdrii dactiloscopice de stat;

q) strainii in privinta carora s-a aplicat
expulzarea;

r) persoanele care consuma substante
narcotice sau psihotrope, persoanele predis-
puse la violentd In familie;

s) victimele infractiunii;

t) masurile speciale de investigatii.

Prelucrarea datelor cu caracter perso-
nal se realizeaza cu respectarea prevederilor
Legii nr. 133 din 8 iulie 2011 privind pro-
tectia datelor cu caracter personal, Hotararii
Guvernului nr.1123 din 14 decembrie 2010
»Privind aprobarea Cerintelor fatd de asigu-
rarea securitdtii datelor cu caracter personal
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if by this the application of the penalty for the
crime committed was canceled; in connection
with the expiration of the prescription peri-
od; in case of death; in connection with the
change of situation;

d) persons who have committed crimes
while being irresponsible;

e) persons announced as wanted by the
criminal prosecution bodies of the Republic
of Moldova or other states;

f) persons detained and arrested on the
territory of the Republic of Moldova for ex-
tradition;

g) persons detained and arrested as
being suspected or accused of committing a
crime;

h) minors to whom coercive measures
of an educational nature were applied;

1) parents or other legal representatives
of minors, who do not fulfill their obligations
to educate, train, and/or maintain them;

j) persons missing without a trace;

k) unidentified persons, physically or
mentally incapable of communicating data
about themselves;

1) owners of transport units;

m) holders of driving licenses of trans-
port units;

n) guards and private detectives;

0) wWeapon owners;

p) persons who have been subject to
state dactyloscopy registration;

q) the foreigners in respect of whom the
expulsion was applied;

r) people who consume narcotic or psy-
chotropic substances, people prone to family
violence;

s) victims of the crime;

t) special investigative measures.

The processing of personal data is car-
ried out in compliance with the provisions of
Law no. 133 of July 8, 2011, regarding the
protection of personal data, Government De-
cision no. 1123 of December 14, 2010 ,Re-
garding the approval of the Requirements for
ensuring the security of personal data when
processing them within the personal data in-
formation systems”, Government Decision
no. . 296 of May 15, 2012 ,Regarding the
approval of the Regulation of the Registry of
Personal Data Operators”.
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la prelucrarea acestora in cadrul sistemelor
informationale de date cu caracter perso-
nal”, Hotararii Guvernului nr. 296 din 15 mai
2012 ,Privind aprobarea Regulamentului Re-
gistrului de evidenta a operatorilor de date cu
caracter personal”.

Conform prevederilor art. 23 alin. 4
din Legea nr. 133/2011, la accesarea date-
lor cu caracter personal detinute in resursele
informationale, ofiterul de investigatii este
obligat sa depuna o declaratie de informare
care sa contina urmdtoarele informatii:

1) denumirea si sediul operatorului sau,
dupa caz, al persoanei imputernicite de catre
acesta;

2) scopul si temeiul legal al prelucrarii;

3) categoriile de date cu caracter perso-
nal supuse prelucrarii.

CONCLUZIIL.

Registrele electronice, numite si siste-
me informationale, sunt foarte multe, iar nu-
marul lor este In continud crestere. Diferite
institutii ale statului, ministere, departamen-
te, servicii, agentii etc., isi creeaza propriile
sisteme informationale sau apeleazd, in baza
de acorduri, la sistemele informationale ale
altor institutii. Astfel, ofiterii de investigatie
din cadrul subdiviziunilor MAI, prin inter-
mediul Serviciul tehnologiei informationale,
fac uz de aceste sisteme informationale.

Putem afirma cu convingere ca rolul sis-
temelor informationale in cadrul activitatii
subdiviziunilor specializate este unul primordi-
al, usurand esential activitatea de acumulare a
informatiilor, stocare si realizare a unor analize
a acestora In timp scurt si cu o mare precizie.

According to the provisions of art. 23
para. 4 of Law no. 133/2011 when accessing
personal data held in information resources,
the investigating officer is obliged to submit
an information statement containing the fol-
lowing information:

1) the name and headquarters of the
operator or, as the case may be, of the person
authorized by him;

2) the purpose and legal basis of the
processing;

3) the categories of personal data sub-
ject to processing.

CONCLUSION.

There are many electronic registers,
also called information systems, and their
number is constantly growing. Different state
institutions, ministries, departments, servic-
es, agencies, etc., create their information sys-
tems or use, based on agreements, the infor-
mation systems of other institutions. Thus,
investigative officers from MAI subdivisions,
through the Information Technology Service,
make use of these information systems.

We can affirm with conviction that the
role of information systems in the activity
of specialized subdivisions is a primary one,
essentially facilitating the activity of accu-
mulating information, storing data, and per-
forming their analyzes in a short time and
with great precision.
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